
 

 

 

 

Lesson Plan 

No. 1.1 

Course Name: Introduction to Cloud Computing 
Topic: Introduction to Cloud Computing 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define cloud computing. 

- Understand the basic concepts and importance of cloud computing. 

- Identify common uses of cloud computing. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Provide a brief definition of cloud computing. 

- Explain the significance of cloud computing in the modern IT landscape. 

- Share an example of a cloud computing application in daily life. 

2. Development (30 minutes) 

- Definition and Concept: 

- What is cloud computing? 

- Key characteristics of cloud computing. 

- Examples of cloud computing services (e.g., Google Drive, Dropbox). 

- Importance: 

- Scalability and flexibility benefits. 

- Cost-efficiency. 

- Accessibility from anywhere with internet connectivity. 

- Common Uses: 

- Storage solutions. 

- Software as a Service (SaaS). 

- Platform as a Service (PaaS). 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Computing Explained](https://aws.amazon.com/what-is-cloud- 
computing/) 

- [Introduction to Cloud Computing](https://azure.microsoft.com/en- 

us/overview/what-is-cloud-computing/) 

YouTube Video: 

- [Introduction to Cloud Computing] 

(https://www.youtube.com/watch?v=2LaAJq1lB0I) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to  

     answer. 

 

 

 

http://www.youtube.com/watch?v=2LaAJq1lB0I)
http://www.youtube.com/watch?v=2LaAJq1lB0I)


 

 

Reflective Questions: 
 1.What is cloud computing? 
2.Name one benefit of cloud computing. 
3. Give an example of a cloud computing service you use. 



 

 

 

 

Lesson Plan 

No. 1.2 

Course Name: Introduction to Cloud Computing 

Topic: History and Evolution of Cloud Computing 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Understand the historical background of cloud computing. 

- Learn about key milestones in the evolution of cloud computing. 

- Recognize the impact of these developments on modern computing. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the historical context of computing. 

- Highlight the transition from traditional to cloud-based computing. 

- Mention key pioneers in the development of cloud computing. 

2. Development (30 minutes) 

- Early Concepts: 

- Mainframe computing. 

- Time-sharing systems in the 1960s. 

- Milestones: 

- Development of the internet in the 1990s. 

- Introduction of web-based services. 

- Emergence of major cloud providers (e.g., AWS in 2006). 

- Impact: 

- Shift from physical servers to virtual environments. 

- Evolution of business models and service delivery. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [A Brief History of Cloud Computing](https://www.cloudflare.com/en- 

gb/learning/cloud/what-is-the-cloud/) 

- [The History and Evolution of Cloud 

Computing](https://www.digitalocean.com/community/tutorials/a-history- 

and-evolution-of-cloud-computing) 
YouTube Video: 

- [History and Evolution of Cloud 

Computing](https://www.youtube.com/watch?v=KkMPXT8SREE) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to  

answer. 

 

 

 

http://www.cloudflare.com/en-
http://www.cloudflare.com/en-
http://www.digitalocean.com/community/tutorials/a-history-
http://www.digitalocean.com/community/tutorials/a-history-
http://www.youtube.com/watch?v=KkMPXT8SREE)
http://www.youtube.com/watch?v=KkMPXT8SREE)


 

 

Reflective Questions: 

1. What decade did the concept of time-sharing systems emerge? 
2. When did AWS launch its first cloud services? 
3. Name one key impact of cloud computing on modern IT. 



 

 

 

 

Lesson Plan 

No. 1.3 

Course Name: Introduction to Cloud Computing 
Topic: Grid Computing vs. Cloud Computing 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Differentiate between grid computing and cloud computing. 

- Understand the unique characteristics of each. 
- Identify scenarios where each is applicable. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define grid computing and cloud computing. 

- Highlight their similarities and differences. 

- Provide a real-world example of each. 

2. Development (30 minutes) 

- Definitions: 

- Grid computing: Distributed computing model. 

- Cloud computing: On-demand resource availability over the internet. 

- Key Characteristics: 

- Grid computing: Resource sharing, collaboration across networks. 

- Cloud computing: Scalability, flexibility, and service models. 

- Applications: 

- Grid computing: Scientific research, large-scale computations. 

- Cloud computing: Business applications, data storage, and web services. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Grid Computing vs. Cloud 

Computing](https://www.ibm.com/cloud/learn/grid-computing) 

- [Differences Between Grid and Cloud 

Computing](https://www.geeksforgeeks.org/difference-between-grid- 

computing-and-cloud-computing/) 
YouTube Video: 

- [Grid Computing vs. Cloud 

Computing](https://www.youtube.com/watch?v=SGW_q-a4LjI) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

 

 

Reflective Questions: 

1. What is grid computing? 

http://www.ibm.com/cloud/learn/grid-computing)
http://www.ibm.com/cloud/learn/grid-computing)
http://www.geeksforgeeks.org/difference-between-grid-
http://www.geeksforgeeks.org/difference-between-grid-
http://www.youtube.com/watch?v=SGW_q-a4LjI)
http://www.youtube.com/watch?v=SGW_q-a4LjI)


 

 

2. Name one key characteristic of cloud computing. 
3. Give an example of a scenario where grid computing is used. 



 

 

 

 

Lesson Plan 

No. 1.4 

Course Name: Introduction to Cloud Computing 

Topic: Cloud Components 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify the main components of cloud computing. 

- Understand the role of each component. 
- Learn how these components interact in a cloud environment. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of cloud architecture. 

- Mention the key components involved. 

- Explain the importance of understanding these components. 

2. Development (30 minutes) 

- Main Components: 

- Infrastructure as a Service (IaaS): Virtual machines, storage. 

- Platform as a Service (PaaS): Development platforms. 

- Software as a Service (SaaS): Applications delivered over the web. 

- Roles: 

- IaaS: Provides basic infrastructure. 

- PaaS: Supports application development. 

- SaaS: Delivers software to end-users. 

- Interaction: 

- How these components work together. 

- Examples of popular services (AWS, Azure, Google Cloud). 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Computing Components](https://azure.microsoft.com/en- 

us/overview/what-is-cloud-computing/) 

- [Introduction to Cloud 

Architecture](https://www.redhat.com/en/topics/cloud-computing/what-is- 

cloud-architecture) 

YouTube Video: 

- [Cloud Computing 

Explained](https://www.youtube.com/watch?v=f1gF2MgKL20) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

http://www.redhat.com/en/topics/cloud-computing/what-is-
http://www.redhat.com/en/topics/cloud-computing/what-is-
http://www.youtube.com/watch?v=f1gF2MgKL20)
http://www.youtube.com/watch?v=f1gF2MgKL20)


 

 

 

 1. What does IaaS stand for? 

2. Name one example of a PaaS. 
3. What is the primary function of SaaS? 



 

 

 

 

Lesson Plan 

No. 1.5 

Course Name: Introduction to Cloud Computing 

Topic: Essential Characteristics of Cloud 

Computing 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify essential characteristics of cloud computing. 

- Understand the importance of each characteristic. 

- Learn how these characteristics differentiate cloud computing from 

traditional IT models. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the essential characteristics of cloud computing. 

- Explain why these characteristics are important. 

- Provide a brief overview of each characteristic. 

2. Development (30 minutes) 

- Characteristics: 

- On-demand self-service: Users can provision resources as needed. 

- Broad network access: Accessible over the internet from any device. 

- Resource pooling: Shared resources dynamically allocated. 

- Importance: 

- Flexibility and scalability. 

- Cost savings. 

- Improved accessibility and collaboration. 

- Differentiation: 

- Compared to traditional IT models. 

- Benefits and efficiencies introduced by cloud computing. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Essential Characteristics of Cloud 

Computing](https://www.nist.gov/publications/nist-definition-cloud- 

computing) 

- [Cloud Computing 

Characteristics](https://www.ibm.com/cloud/learn/cloud-computing) 

YouTube Video: 

- [Essential Characteristics of Cloud 

Computing](https://www.youtube.com/watch?v=sqMEzuGJ_0A) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

http://www.nist.gov/publications/nist-definition-cloud-
http://www.nist.gov/publications/nist-definition-cloud-
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=sqMEzuGJ_0A)
http://www.youtube.com/watch?v=sqMEzuGJ_0A)


 

 

 

 Reflective Questions: 

1. What is on-demand self-service? 

2. Name one advantage of broad network access. 
3. What does resource pooling mean in the context of cloud computing? 



 

 

 

 

Lesson Plan 

No. 1.6 

Course Name: Introduction to Cloud Computing 

Topic: On-demand Self-service 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define on-demand self-service in cloud computing. 

- Understand its significance and benefits. 
- Learn how to utilize on-demand self-service effectively. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define on-demand self-service. 

- Highlight its role in cloud computing. 

- Provide an example of on-demand self-service in action. 

2. Development (30 minutes) 

- Definition: 

- What on-demand self-service means. 

- Examples in cloud services (e.g., provisioning virtual machines). 

- Significance: 

- Reduces the need for manual intervention. 

- Increases efficiency and agility. 

- Empowers users to control their resources. 

- Utilization: 

- How to use on-demand self-service features. 

- Best practices for effective use. 

- Tools and platforms that support on-demand self-service. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [On-demand Self-service Explained](https://azure.microsoft.com/en- 

us/overview/what-is-cloud-computing/) 

- [Understanding On-demand Self- 

service](https://www.ibm.com/cloud/learn/cloud-computing) 

YouTube Video: 

- [On-demand Self-service in Cloud 
Computing](https://www.youtube.com/watch?v=wZNkfo71gB8) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=wZNkfo71gB8)
http://www.youtube.com/watch?v=wZNkfo71gB8)


 

 

 

 1. What is on-demand self-service in cloud computing? 

2. Name one benefit of on-demand self-service. 
3. How does on-demand self-service increase efficiency? 



 

 

 

 

Lesson Plan 

No. 1.7 

Course Name: Introduction to Cloud Computing 

Topic: Comparing Cloud Providers 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Compare major cloud service providers. 

- Understand the unique features of each provider. 
- Learn how to choose the right provider based on specific needs. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce major cloud service providers (AWS, Azure, Google Cloud). 

- Explain the importance of comparing providers. 

- Provide a brief overview of each provider. 

2. Development (30 minutes) 

- Major Providers: 

- AWS: Wide range of services, global presence. 

- Azure: Integration with Microsoft products, enterprise solutions. 

- Google Cloud: Strong data analytics, AI capabilities. 

- Unique Features: 

- AWS: Comprehensive service portfolio. 

- Azure: Seamless integration with Windows Server, SQL Server. 

- Google Cloud: Advanced AI and machine learning tools. 

- Choosing the Right Provider: 

- Considerations: Cost, specific requirements, existing infrastructure. 

- Use case scenarios for each provider. 

- Decision-making tips. 

 
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Comparing Cloud Providers](https://aws.amazon.com/what-is-aws/) 

- [Cloud Providers Comparison](https://azure.microsoft.com/en- 

us/overview/what-is-azure/) 
YouTube Video: 

- [AWS vs Azure vs Google 
Cloud](https://www.youtube.com/watch?v=nKIu9yen5nc) 

Evaluation 1.  Reflective Questions (What, why, Who?). Allow students to 
answer. 

http://www.youtube.com/watch?v=nKIu9yen5nc)
http://www.youtube.com/watch?v=nKIu9yen5nc)


 

 

 

 Reflective Questions: 

1. Name the three major cloud service providers. 

2. What is a key feature of Google Cloud? 
3. Which provider offers strong integration with Microsoft products? 



 

 

 

 

Lesson Plan 

No. 1.8 

Course Name: Introduction to Cloud Computing 
Topic: Pros and Cons of Cloud Computing 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify the pros and cons of cloud computing. 

- Understand the potential challenges and benefits. 

- Learn how to evaluate the suitability of cloud computing for specific 

needs. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of pros and cons in cloud computing. 

- Highlight the importance of evaluating both aspects. 

- Provide a brief overview of common pros and cons. 

2. Development (30 minutes) 

- Pros: 

- Scalability: Easily scale resources up or down. 

- Cost Efficiency: Pay-as-you-go model reduces upfront costs. 

- Accessibility: Access from anywhere with internet connectivity. 

- Cons: 

- Security Concerns: Data breaches and privacy issues. 

- Downtime: Dependence on internet connectivity. 

- Limited Control: Less control over the infrastructure. 

- Evaluation: 

- How to weigh the pros and cons. 

- Case studies of successful and challenging implementations. 

- Factors to consider in decision-making. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Pros and Cons of Cloud 

Computing](https://www.ibm.com/cloud/learn/cloud-computing) 

- [Cloud Computing Benefits and Risks](https://azure.microsoft.com/en- 

us/overview/what-is-cloud-computing/) 
YouTube Video: 

- [Cloud Computing Pros and 
Cons](https://www.youtube.com/watch?v=CDxJcbnY2XM) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=CDxJcbnY2XM)
http://www.youtube.com/watch?v=CDxJcbnY2XM)


 

 

 

 Reflective Questions: 

1. Name one advantage of cloud computing. 

2. What is a potential security concern with cloud computing? 
3. Why might downtime be an issue with cloud computing? 



 

 

 

 

Lesson Plan 

No. 1.9 

Course Name: Introduction to Cloud Computing 

Topic: Cloud Applications 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify various applications of cloud computing. 

- Understand how cloud computing is used in different industries. 
- Learn about innovative uses of cloud technology. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of cloud applications. 

- Explain the relevance of cloud applications in today's world. 

- Provide an example of a cloud application in use. 

2. Development (30 minutes) 

- Applications in Different Industries: 

- Healthcare: Telemedicine, electronic health records. 

- Finance: Online banking, fraud detection. 

- Education: E-learning platforms, virtual classrooms. 

- Innovative Uses: 

- AI and machine learning. 

- Big data analytics. 

- IoT (Internet of Things). 

- Case Studies: 

- Successful implementation examples. 

- Benefits realized through cloud applications. 

- Challenges faced and solutions. 

 
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Applications](https://aws.amazon.com/solutions/case-studies/) 

- [Cloud Computing in Various 

Industries](https://www.ibm.com/cloud/learn/cloud-computing) 

YouTube Video: 

- [Cloud 

Applications](https://www.youtube.com/watch?v=RwC6j4ZIvVQ) 

Evaluation 1.  Reflective Questions (What, why, Who?). Allow students to 
answer. 

http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=RwC6j4ZIvVQ)
http://www.youtube.com/watch?v=RwC6j4ZIvVQ)


 

 

 

 Reflective Questions: 

1. Name one cloud application in healthcare. 

2. How is cloud computing used in the finance industry? 
3. Give an example of an innovative use of cloud technology. 



 

 

 

 

Lesson Plan 

No. 1.10 

Course Name: Introduction to Cloud Computing 

Topic: Cloud Challenges 

Course Code: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify common challenges in cloud computing. 

- Understand how to address these challenges. 
- Learn best practices for overcoming cloud computing challenges. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of challenges in cloud computing. 

- Highlight the importance of addressing these challenges. 

- Provide a brief overview of common challenges. 

2. Development (30 minutes) 

- Common Challenges: 

- Security and Privacy: Protecting data and ensuring compliance. 

- Downtime and Reliability: Ensuring high availability. 

- Cost Management: Controlling and optimizing expenses. 

- Addressing Challenges: 

- Security measures and best practices. 

- Strategies for improving reliability and uptime. 

- Tools for cost monitoring and management. 

- Best Practices: 

- Regular security audits. 

- Using redundancy and failover solutions. 

- Implementing cost-saving strategies. 

 
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Computing 

Challenges](https://www.cio.com/article/2438965/cloud-computing/cloud- 

computing-10-top-challenges-for-it-managers.html) 

- [Overcoming Cloud 

Challenges](https://www.ibm.com/cloud/learn/cloud-computing) 

YouTube Video: 

- [Cloud Computing 

Challenges](https://www.youtube.com/watch?v=sr5EocMv5i0) 

Evaluation 1.  Reflective Questions (What, why, Who?). Allow students to 
answer. 

http://www.cio.com/article/2438965/cloud-computing/cloud-
http://www.cio.com/article/2438965/cloud-computing/cloud-
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=sr5EocMv5i0)
http://www.youtube.com/watch?v=sr5EocMv5i0)


 

 

 

 Reflective Questions: 

1. Name one common challenge in cloud computing. 

2. How can downtime be minimized in cloud computing? 
3. What is a best practice for managing cloud computing costs? 

 



 

 

 

 

Lesson Plan 

No. 2.1 

Course Name: Cloud Computing 

Topic: Introduction to Cloud Computing 

Architecture 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define cloud computing and its architecture. 

- Understand the significance of cloud architecture in modern IT. 
- Identify the basic components of cloud computing architecture. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Briefly define cloud computing and its purpose. 

- Explain why cloud architecture is critical for IT infrastructure. 

- Mention a real-world example of a company leveraging cloud 
architecture. 

2. Development (30 minutes) 

- Definition and Components of Cloud Computing: 

- Define cloud computing and its layers. 

- Highlight essential components such as virtualization, servers, storage. 

- Discuss cloud services like SaaS, PaaS, and IaaS. 

- Historical Evolution of Cloud Computing: 

- Trace the history from mainframes to modern cloud solutions. 

- Discuss the role of virtualization in cloud evolution. 

- Explain the impact of internet growth on cloud computing. 

- Importance in Modern IT: 

- Discuss cost-efficiency and scalability benefits. 

- Highlight examples of cloud adoption in various industries. 

- Explain how cloud computing supports remote work and collaboration. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Introduction to Cloud 

Computing](https://www.ibm.com/cloud/learn/cloud-computing) 

- [Cloud Computing Basics](https://azure.microsoft.com/en- 

us/overview/what-is-cloud-computing/) 

YouTube Video Reference: 

- [What is Cloud Computing? - 

YouTube](https://www.youtube.com/watch?v=2LaAJq1lB1Q) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

http://www.ibm.com/cloud/learn/cloud-computing)
http://www.ibm.com/cloud/learn/cloud-computing)
http://www.youtube.com/watch?v=2LaAJq1lB1Q)
http://www.youtube.com/watch?v=2LaAJq1lB1Q)


 

 

 

 Reflective Questions: 

1. What is cloud computing? 

2. Name one key component of cloud computing architecture. 
3. How does cloud computing benefit modern IT infrastructure? 



 

 

 

 

Lesson Plan 

No. 2.2 

Course Name: Cloud Computing 

Topic: Layers in Cloud Architecture 

Course No.: 

BCMMI -306(D) 

 

Objectives At the end of the lesson the student shall be able to: 

- Identify the various layers in cloud computing architecture. 

- Understand the function of each layer. 
- Explain the interaction between layers. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of layered architecture in cloud computing. 

- Explain why layered architecture is important. 

- Provide a high-level overview of each layer. 

2. Development (30 minutes) 

- Physical Layer: 

- Define the physical layer. 

- Discuss components like servers, storage devices, and networking. 

- Explain the role of data centers. 

- Virtual Layer: 

- Define the virtual layer. 

- Discuss virtualization technologies and hypervisors. 

- Explain how virtualization abstracts physical resources. 

- Service Layer: 

- Define the service layer. 

- Discuss services like SaaS, PaaS, and IaaS. 

- Explain how these services interact with the underlying layers. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Architecture Layers](https://aws.amazon.com/architecture/) 

- [Understanding Cloud Layers](https://www.redhat.com/en/topics/cloud- 

computing/what-is-cloud-architecture) 
YouTube Video Reference: 

- [Cloud Computing Architecture - 
YouTube](https://www.youtube.com/watch?v=WzSM8sTQ6Io) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is the physical layer in cloud architecture? 

http://www.redhat.com/en/topics/cloud-
http://www.redhat.com/en/topics/cloud-
http://www.youtube.com/watch?v=WzSM8sTQ6Io)
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 2. Name a technology used in the virtual layer. 
3. What services are provided by the service layer? 



 

 

 

 

Lesson Plan 

No. 2.3 

Course Name: Cloud Computing 

Topic: Cloud Delivery Models 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define different cloud delivery models. 

- Understand the pros and cons of each model. 
- Identify real-world applications of each model. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce cloud delivery models. 

- Explain the significance of delivery models in cloud computing. 

- Provide examples of companies using different delivery models. 

2. Development (30 minutes) 

- Infrastructure as a Service (IaaS): 

- Define IaaS. 

- Discuss its benefits and challenges. 

- Provide examples of IaaS providers. 

- Platform as a Service (PaaS): 

- Define PaaS. 

- Discuss its benefits and challenges. 

- Provide examples of PaaS providers. 

- Software as a Service (SaaS): 

- Define SaaS. 

- Discuss its benefits and challenges. 

- Provide examples of SaaS providers. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Delivery Models](https://azure.microsoft.com/en- 

us/overview/what-are-iaas-paas-saas/) 

- [Understanding Cloud Services](https://www.ibm.com/cloud/learn/iaas- 

paas-saas) 
- YouTube Video Reference: 

- [Cloud Service Models - 

YouTube](https://www.youtube.com/watch?v=7a9nOwFpYxI) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is IaaS? 

http://www.ibm.com/cloud/learn/iaas-
http://www.ibm.com/cloud/learn/iaas-
http://www.youtube.com/watch?v=7a9nOwFpYxI)
http://www.youtube.com/watch?v=7a9nOwFpYxI)


 

 

 

 2. Name a benefit of using PaaS. 
3. Give an example of a SaaS provider. 



 

 

 

 

Lesson Plan 

No. 2.4 

Course Name: Cloud Computing 

Topic: The SPI Framework 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define the SPI framework in cloud computing. 

- Understand the components of the SPI framework. 
- Explain the significance of the SPI framework in cloud services. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the SPI framework. 

- Explain why the SPI framework is important. 

- Provide a high-level overview of the components. 

2. Development (30 minutes) 

- Service: 

- Define service in the SPI framework. 

- Discuss different types of services. 

- Explain the importance of service-level agreements (SLAs). 

- Platform: 

- Define platform in the SPI framework. 

- Discuss platform components like middleware and runtime 

environments. 
- Explain the role of platforms in application development. 

- Infrastructure: 

- Define infrastructure in the SPI framework. 

- Discuss infrastructure components like servers, storage, and networking. 

- Explain how infrastructure supports cloud services. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [The SPI Framework](https://www.techopedia.com/definition/29454/spi- 

service-platform-infrastructure) 
- [Understanding SPI in Cloud](https://www.cloudopedia.com/spi-model/) 

- YouTube Video Reference: 

- [SPI Framework in Cloud Computing - 

YouTube](https://www.youtube.com/watch?v=sIkr6dA7W9Y) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 
1. What does SPI stand for? 
2.   Name a component of the platform layer. 

http://www.techopedia.com/definition/29454/spi-
http://www.techopedia.com/definition/29454/spi-
http://www.cloudopedia.com/spi-model/)
http://www.cloudopedia.com/spi-model/)
http://www.youtube.com/watch?v=sIkr6dA7W9Y)
http://www.youtube.com/watch?v=sIkr6dA7W9Y)


 

 

3. Why are SLAs important in cloud services? 

 
  



 

 

 

 

Lesson Plan 

No. 2.5 

Course Name: Cloud Computing 
Topic: Cloud Platform as a Service (PaaS) 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define PaaS. 

- Understand the advantages and disadvantages of PaaS. 
- Identify examples of PaaS platforms. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce PaaS and its significance. 

- Explain the basic concept of PaaS. 

- Mention a few popular PaaS platforms. 

2. Development (30 minutes) 

- Definition and Characteristics: 

- Define PaaS. 

- Discuss the key characteristics of PaaS. 

- Explain the development environment provided by PaaS. 

- Advantages and Disadvantages: 

- Discuss the benefits of PaaS like streamlined development and 

scalability. 

- Highlight the potential drawbacks like vendor lock-in. 

- Provide examples of scenarios where PaaS is beneficial. 

 

- Examples of PaaS Platforms: 

- List popular PaaS platforms like Microsoft Azure, Google App Engine. 

- Discuss the features of these platforms. 

- Explain how these platforms support application development. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [What is PaaS?](https://azure.microsoft.com/en-us/overview/what-is- 

paas/) 

- [PaaS Explained](https://www.ibm.com/cloud/learn/paas) 

7. YouTube Video Reference: 

- [What is PaaS? - 

YouTube](https://www.youtube.com/watch?v=wbVglLLwOiE) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

http://www.ibm.com/cloud/learn/paas)
http://www.ibm.com/cloud/learn/paas)
http://www.youtube.com/watch?v=wbVglLLwOiE)
http://www.youtube.com/watch?v=wbVglLLwOiE)


 

 

1. What is PaaS? 

2. Name one advantage of PaaS. 

Give an example of a PaaS platform. 



 

 

 

Lesson Plan 

No. 2.6 

Course Name: Cloud Computing 
Topic: Cloud Software as a Service (SaaS) 

Course No.: 

MBA-342 

Objectives At the end of the lesson the student shall be able to: 

- Define SaaS. 

- Understand the advantages and disadvantages of SaaS. 

- Identify examples of SaaS providers. 

Teaching Aids 

(if any) 
1. Power Point Presentation 
2. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce SaaS and its importance. 

- Explain the basic concept of SaaS. 

- Mention a few popular SaaS providers. 

2. Development (30 minutes) 

- Definition and Characteristics: 

- Define SaaS. 

- Discuss the key characteristics of SaaS. 

- Explain the infrastructure provided by SaaS. 

- Advantages and Disadvantages: 

- Discuss the benefits of SaaS like cost savings and Accessibility. 

- Highlight the potential drawbacks like managing security. 

- Provide examples of scenarios where SaaS is beneficial. 

- Examples of SaaS Providers: 

- List popular SaaS providers like Salesforce, Google Workspace, Microsoft 

365, Zoom. 

- Discuss the features of these providers. 

- Differentiates SaaS from traditional software models. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [What is SaaS?](https://aws.amazon.com/what-is-saas/) 

- [SaaS Explained](https://www.ibm.com/cloud/learn/saas) 

- YouTube Video Reference: 

- [What is SaaS? - YouTube](https://www.youtube.com/watch?v=5- 

4blibWcJY) 

 
 
 
 
 
 
 
 

http://www.ibm.com/cloud/learn/iaas)
http://www.ibm.com/cloud/learn/iaas)
http://www.youtube.com/watch?v=5-
http://www.youtube.com/watch?v=5-


 

 

 
 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to answer. 

Reflective Questions: 

1. In what scenarios do you think SaaS is most beneficial, and why? 
2. What tools are essential for effective collaboration in a remote work 

environment? 

3. What security measures do you think are essential for businesses using SaaS? 

4. What new trends in SaaS do you think will emerge, and how might they 
influence businesses? 
 



 

 

 

 

Lesson Plan 

No. 2.7 

Course Name: Cloud Computing 
Topic: Cloud Infrastructure as a Service (IaaS) 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define IaaS. 

- Understand the advantages and disadvantages of IaaS. 

- Identify examples of IaaS providers. 

Teaching 

Aids (if any) 
3. Power Point Presentation 
4. Youtube Videos 

Teaching 

Development 

2. Introduction (5 minutes) 

- Introduce IaaS and its importance. 

- Explain the basic concept of IaaS. 

- Mention a few popular IaaS providers. 

2. Development (30 minutes) 

- Definition and Characteristics: 

- Define IaaS. 

- Discuss the key characteristics of IaaS. 

- Explain the infrastructure provided by IaaS. 

- Advantages and Disadvantages: 

- Discuss the benefits of IaaS like cost savings and scalability. 

- Highlight the potential drawbacks like managing security. 

- Provide examples of scenarios where IaaS is beneficial. 

- Examples of IaaS Providers: 

- List popular IaaS providers like AWS, Google Cloud, Microsoft Azure. 

- Discuss the features of these providers. 

- Explain how these providers support infrastructure needs. 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation 

from Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

a. [What is IaaS?](https://aws.amazon.com/what-is-iaas/) 

b. [IaaS Explained](https://www.ibm.com/cloud/learn/iaas) 

c. YouTube Video Reference: 

d. [What is IaaS? - 

YouTube](https://www.youtube.com/watch?v=5- 

4blibWcJY) 

http://www.ibm.com/cloud/learn/iaas)
http://www.ibm.com/cloud/learn/iaas)
http://www.youtube.com/watch?v=5-
http://www.youtube.com/watch?v=5-


 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is IaaS? 

2. Name one advantage of IaaS. 
3. Give an example of an IaaS provider. 



 

 

 

 

Lesson Plan 

No. 2.8 

Course Name: Cloud Computing 

Topic: Cloud Deployment Models 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define various cloud deployment models. 

- Understand the advantages and disadvantages of each model. 

- Identify examples of each deployment model. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce cloud deployment models. 

- Explain the significance of deployment models in cloud computing. 

- Provide examples of companies using different deployment models. 

2. Development (30 minutes) 

- Public Clouds: 

- Define public clouds. 

- Discuss the benefits and challenges of public clouds. 

- Provide examples of public cloud providers. 

- Private Clouds: 

- Define private clouds. 

- Discuss the benefits and challenges of private clouds. 

- Provide examples of private cloud implementations. 

- Community Clouds: 

- Define community clouds. 

- Discuss the benefits and challenges of community clouds. 

- Provide examples of community cloud use cases. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Deployment Models](https://www.ibm.com/cloud/learn/cloud- 

deployment-models) 

- [Understanding Cloud Deployment 

Models](https://azure.microsoft.com/en-us/overview/what-are-private- 

public-hybrid-clouds/) 

- YouTube Video Reference: 

- [Cloud Deployment Models - 

YouTube](https://www.youtube.com/watch?v=_g3zJvGH7Us) 

Evaluation 1.  Reflective Questions (What, why, Who?). Allow students to 
answer. 

http://www.ibm.com/cloud/learn/cloud-
http://www.ibm.com/cloud/learn/cloud-
http://www.youtube.com/watch?v=_g3zJvGH7Us)
http://www.youtube.com/watch?v=_g3zJvGH7Us)


 

 

 

 Reflective Questions: 

1. What is a public cloud? 

2. Name one benefit of private clouds. 
3. Give an example of a community cloud use case. 



 

 

 

 

Lesson Plan 

No. 2.9 

Course Name: Cloud Computing 

Topic: Public Clouds 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define public clouds. 

- Understand the advantages and disadvantages of public clouds. 

- Identify examples of public cloud providers. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of public clouds. 

- Explain why public clouds are popular. 

- Mention a few public cloud providers. 

2. Development (30 minutes) 

- Definition and Characteristics: 

- Define public clouds. 

- Discuss the key characteristics of public clouds. 

- Explain the shared infrastructure in public clouds. 

- Advantages and Disadvantages: 

- Discuss the benefits of public clouds like cost savings and scalability. 

- Highlight the potential drawbacks like security concerns. 

- Provide examples of scenarios where public clouds are beneficial. 

- Examples of Public Cloud Providers: 

- List popular public cloud providers like AWS, Google Cloud, Microsoft 

Azure. 
- Discuss the features of these providers. 

- Explain how these providers support various business needs. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [What is a Public Cloud?](https://aws.amazon.com/what-is-cloud- 

computing/) 

- [Public Cloud Explained](https://www.ibm.com/cloud/learn/public- 

cloud) 

- YouTube Video Reference: 

- [What is a Public Cloud? - 

YouTube](https://www.youtube.com/watch?v=7TFH2JlzI4M) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

http://www.ibm.com/cloud/learn/public-
http://www.ibm.com/cloud/learn/public-
http://www.youtube.com/watch?v=7TFH2JlzI4M)
http://www.youtube.com/watch?v=7TFH2JlzI4M)


 

 

Reflective Questions: 

2. What is a public cloud? 

3. Name one advantage of public clouds. 

4. Give an example of a public cloud provider. 



 

 

 

 

Lesson Plan 

No. 2.10 

Course Name: Cloud Computing 

Topic: Hybrid Clouds 

Course No.: 

MBA-342 

 

Objectives At the end of the lesson the student shall be able to: 

- Define hybrid clouds. 

- Understand the advantages and disadvantages of hybrid clouds. 

- Identify examples of hybrid cloud implementations. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Introduce the concept of hybrid clouds. 

- Explain the significance of hybrid clouds in modern IT. 

- Provide examples of companies using hybrid clouds. 

2. Development (30 minutes) 

- Definition and Characteristics: 

- Define hybrid clouds. 

- Discuss the key characteristics of hybrid clouds. 

- Explain the integration of public and private clouds in hybrid models. 

- Advantages and Disadvantages: 

- Discuss the benefits of hybrid clouds like flexibility and cost savings. 

- Highlight the potential drawbacks like complexity in management. 

- Provide examples of scenarios where hybrid clouds are beneficial. 

- Examples of Hybrid Cloud Implementations: 

- List companies using hybrid clouds. 

- Discuss the features of their hybrid cloud solutions. 

- Explain how hybrid clouds support their business operations. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [What is a Hybrid Cloud?](https://azure.microsoft.com/en- 

us/overview/what-is-hybrid-cloud-computing/) 

- [Hybrid Cloud Explained](https://www.ibm.com/cloud/learn/hybrid- 

cloud) 
7. YouTube Video Reference: 

- [What is a Hybrid Cloud? - 
YouTube](https://www.youtube.com/watch?v=2SXVoLU96nE) 

Evaluation 1.  Reflective Questions (What, why, Who?). Allow students to 
answer. 

http://www.ibm.com/cloud/learn/hybrid-
http://www.ibm.com/cloud/learn/hybrid-
http://www.youtube.com/watch?v=2SXVoLU96nE)
http://www.youtube.com/watch?v=2SXVoLU96nE)


 

 

 

 Reflective Questions: 

1. What is a hybrid cloud? 

2. Name one advantage of hybrid clouds. 
3. Give an example of a company using a hybrid cloud. 

 



 

 

 
 

Lesson Plan 

No. 3.1 

Course Name: Introduction to Cloud Computing 
Topic: Reducing Costs through Cloud Scalability 

Course Code: 

MBA-342 

   
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of cloud scalability. 

- Learn how scalability can reduce business costs. 

- Recognize real-world examples of cost reduction through scalability. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

2. Introduction (5 minutes) 

- Define cloud scalability. 

- Discuss types of scalability: vertical (adding resources to existing 

machines) vs. horizontal (adding more machines). 

- Explain the importance of scalability in business. 

- Provide an example of a company that reduced costs using 

cloud scalability. 

3. Development (30 minutes) 

- Scalability Definition: Define and explain cloud scalability. 

- Discuss how cloud services can automatically scale resources based on 

demand, reducing waste. 

- Explain how businesses only pay for the resources they use, which 

minimizes costs during low-demand periods. 

- Explain the role of cloud providers in facilitating scalability (e.g., 

AWS, Azure, Google Cloud). 

- Cost Reduction Mechanisms: How scalability helps in reducing costs. 

- Real-World Examples: Case studies of companies using scalability. 

 

  Real-World Examples (10 minutes): 

Case Study 1: Netflix, which uses cloud scalability to handle varying 

levels of user traffic without disruption. 

Case Study 2: Airbnb, which scales its infrastructure based on booking 

trends, avoiding costs associated with maintaining excess capacity. 

Case Study 3: Spotify, leveraging cloud services to manage user data 

and music streaming demands seamlessly. 

-  
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

• What aspects of scalability do you think are most beneficial to 
businesses? 



 

 

• Can you think of any potential drawbacks of relying on cloud 
scalability? 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation 

from Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Scalability](https://www.ibm.com/cloud/learn/cloud-scalability) 

- [Cost Reduction through 

Scalability](https://www.forbes.com/sites/forbestechcouncil/2021/06/30/

thr ee-ways-to-reduce-costs-in-cloud-computing/) 
- [YouTube Video](https://www.youtube.com/watch?v=7Wb8b2oXItc) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is cloud scalability? 

2. How does scalability help reduce business costs? 
3. Name a company that benefited from cloud scalability. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.ibm.com/cloud/learn/cloud-scalability)
http://www.ibm.com/cloud/learn/cloud-scalability)
http://www.forbes.com/sites/forbestechcouncil/2021/06/30/thr
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Lesson Plan 

No. 3.2 

Course Name: Introduction to Cloud Computing 

Topic: Increasing Efficiency through Cloud 

Scalability 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Define efficiency in the context of cloud computing. 

- Understand how cloud scalability increases operational efficiency. 

- Analyze examples of enhanced efficiency through scalability. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define efficiency in cloud computing. 

- Importance of efficiency for businesses. 

- Example of improved efficiency through cloud scalability. 

2. Development (30 minutes) 

- Efficiency Definition: What efficiency means in cloud computing. 

- Elaborate on the key metrics for measuring efficiency in cloud 

computing, such as resource utilization, performance metrics, and 

response times. 

- Discuss the trade-offs between efficiency and flexibility in cloud 

environments. 

- Scalability Benefits: How scalability enhances efficiency. 

- Explain how cloud scalability allows for real-time adjustments in 

resource allocation based on demand, enhancing overall efficiency. 

- Examples: Case studies showcasing increased efficiency. 

 

Examples (10 minutes): 

• Case Study 1: Zoom, which rapidly scaled its infrastructure to 

accommodate a surge in users during the pandemic, enhancing user 

experience without service interruptions. 

• Case Study 2: Dropbox, which improved efficiency by leveraging 

cloud services to manage data storage and access seamlessly across 

multiple devices. 

• Case Study 3: Salesforce, using cloud scalability to adapt to 

varying customer needs, allowing for efficient customer relationship 

management without lag. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

• How can efficiency in cloud computing directly affect customer 
satisfaction? 

• What challenges might companies face when attempting to scale 
their cloud resources for efficiency? 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Efficiency and Scalability](https://www.cio.com/article/243915/cloud- 
computing/scalability-and-efficiency-in-cloud.html) 

- [Operational Efficiency](https://www.techrepublic.com/article/how- 

cloud-computing-drives-efficiency-and-reduces-costs/) 

- [YouTube ideo](https://www.youtube.com/watch?v=NmG_YeCknkE) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

1. What is meant by efficiency in cloud computing? 

2. How does cloud scalability increase efficiency? 

3. Provide an example of a company that improved efficiency through 

cloud scalability. 

4. What industries do you think benefit the most from cloud 

scalability, and why? 

5. What impact does efficient cloud resource management have on a 

company's sustainability efforts? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.cio.com/article/243915/cloud-
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Lesson Plan 

No. 3.3 

Course Name: Introduction to Cloud Computing 
Topic: Reducing IT Administrative Overhead 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Define IT administrative overhead. 

- Identify ways cloud computing reduces IT administrative tasks. 

- Evaluate the impact on IT departments. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define IT administrative overhead. 

- Significance of reducing overhead. 

- Example of overhead reduction through cloud computing. 

 

2. Development (30 minutes) 

- Overhead Definition: Explain IT administrative overhead. 

- Delve deeper into the components of IT administrative overhead, 

including hardware maintenance, software updates, security management, 

and personnel training. 

- Discuss how overhead can affect the overall budget and resource 

allocation in an organization. 

- Reduction Methods: How cloud computing reduces IT overhead. 

- Explain how cloud platforms often include automation tools that 

streamline routine tasks, such as software updates and backups, thereby 

reducing manual effort. 

- Discuss how cloud computing provides centralized management consoles 

that simplify monitoring and resource allocation, reducing the need for 

multiple management tools. 

- Impact Analysis: Benefits to IT departments and organizations. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

• What aspects of IT administrative overhead do you think are most 
challenging for organizations? 

• How might different types of organizations (e.g., startups vs. 
enterprises) experience IT overhead differently? 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Reducing IT 

Overhead](https://www.techtarget.com/searchcloudcomputing/feature/Ho 

w-cloud-computing-reduces-IT-administrative-costs) 

- [Benefits of 

Cloud](https://www.networkworld.com/article/3300559/reduce-it- 

overhead-with-cloud-computing.html) 
- [YouTube Video](https://www.youtube.com/watch?v=VDCwU8ayzdY) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is IT administrative overhead? 

2. How does cloud computing help reduce IT administrative tasks? 

3. What is the impact of reducing IT overhead on IT departments? 

4. What potential challenges might organizations face when transitioning to 

cloud solutions to reduce overhead? 

5. What skills do IT professionals need to adapt to a cloud-centric 

environment effectively? 
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Lesson Plan 

No. 3.4 

Course Name: Introduction to Cloud Computing 
Topic: Increasing Organizational Agility 

Course Code: 

MBA-342 

    

Objectives At the end of the lesson the student shall be able to: 

- Understand organizational agility. 

- Learn how cloud computing enhances agility. 

- Recognize the benefits of increased agility. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define organizational agility. 

• Importance of agility in the current business environment. 

• Example of increased agility through cloud computing. 

 

 

2. Development (30 minutes) 

- Agility Definition: What organizational agility means. 

- Discuss the main characteristics of agile organizations, such as customer 

focus, speed, adaptability, and innovation. Explain how these attributes 

contribute to overall business success. 

- Highlight how cloud-based tools facilitate collaboration among remote 

teams, enhancing communication and decision-making processes. 

- Cloud Benefits: How cloud computing increases agility. 

- Real-World Benefits: Case studies of agile organizations. 

Real-World Benefits (10 minutes): 

- Case Study 1: Amazon, which utilizes cloud computing to manage its 

vast e-commerce operations and quickly respond to customer demand 

changes. 

- Case Study 2: Netflix, which leverages cloud technology for streaming 

services and content delivery, allowing rapid scaling during peak usage 

periods. 

- Case Study 3: Slack, which has transformed communication and 

collaboration by using cloud-based solutions to allow teams to work 

seamlessly from anywhere. 

-  
 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 

• What are some challenges organizations might face when trying to 
become more agile? 

• How can the use of cloud computing address these challenges? 
 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

Homework  

3. Reflective Essay: Write a 1-2 page essay on how a specific organization 

(of your choice) has demonstrated agility through cloud computing. 

Discuss the benefits they gained and any challenges they faced. 

4. Research Assignment: Identify and analyze another case study of an agile 

organization that has successfully leveraged cloud computing. Prepare a 

brief presentation for the next class. 
5.  

References: 

- [Organizational Agility](https://www.mckinsey.com/business- 

functions/organization/our-insights/agility-it-rhythms-that-speed-up- 

time-to-market) 

- [Cloud and Agility](https://www.gartner.com/smarterwithgartner/why- 

cloud-computing-will-make-you-a-more-agile-business) 

- [YouTube Video](https://www.youtube.com/watch?v=_Ht1F7n5ivw) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to answer. 

Reflective Questions: 

1. What is organizational agility? 

2. How does cloud computing enhance agility? 

3. Provide an example of an agile organization using cloud computing. 

    

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.mckinsey.com/business-
http://www.mckinsey.com/business-
http://www.gartner.com/smarterwithgartner/why-
http://www.gartner.com/smarterwithgartner/why-
http://www.youtube.com/watch?v=_Ht1F7n5ivw)
http://www.youtube.com/watch?v=_Ht1F7n5ivw)


 

 

 
 

Lesson Plan 

No. 3.5 

Course Name: Introduction to Cloud Computing 

Topic: Examining the Business Impact of Cloud 

Computing 

Course Code: 

MBA-342 

    
   

Objectives At the end of the lesson the student shall be able to: 

- Identify key business impacts of cloud computing. 

- Understand positive and negative impacts. 

- Analyze real-world business impacts. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define business impact in the context of cloud computing. 

• Importance of understanding business impact. 

• Example of cloud computing's business impact. 

2. Development (30 minutes) 

- Key Impacts: List and explain key impacts of cloud computing. 

- Discuss how cloud computing can reduce capital expenditures and 

operational costs. 

- Explain how cloud solutions streamline operations, leading to faster 

decision-making and improved productivity. 

- Describe how cloud computing enables businesses to experiment and 

innovate with new products and services without significant upfront 

investments. 

- Pros and Cons: Analyze positive and negative impacts. 

- Real-World Analysis: Case studies of business impacts. 

Real-World Analysis (10 minutes): 

- Case Study 1: Netflix, which transitioned to cloud computing to support 

its streaming services, resulting in improved scalability and user 

experience. 

- Case Study 2: General Electric (GE), which uses cloud computing for 

data analytics and IoT, driving innovation and operational efficiency. 

- Case Study 3: Dropbox, which grew rapidly by leveraging cloud storage 

solutions, impacting its business model and market presence. 

-  
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 
 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

Suggested Readings 

Articles: 

             Business Impact - Forbes 

           Pros and Cons of Cloud Computing - IBM 

 

References: 

- [Business 

Impact](https://www.forbes.com/sites/bernardmarr/2020/07/06/the-top-5- 

benefits-of-cloud-computing-for-your-business/) 

- [Pros and Cons](https://www.ibm.com/cloud/blog/the-pros-and-cons- 

of-cloud-computing) 
- [YouTube Video](https://www.youtube.com/watch?v=3auhm3sOeFY) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are key business impacts of cloud computing? 

2. List one positive and one negative impact of cloud computing. 

3. Provide an example of a company impacted by cloud computing. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.forbes.com/sites/bernardmarr/2020/07/06/the-top-5-
http://www.forbes.com/sites/bernardmarr/2020/07/06/the-top-5-
http://www.ibm.com/cloud/blog/the-pros-and-cons-
http://www.ibm.com/cloud/blog/the-pros-and-cons-
http://www.youtube.com/watch?v=3auhm3sOeFY)
http://www.youtube.com/watch?v=3auhm3sOeFY)


 

 

 

Lesson Plan 

No. 3.6 

Course Name: Introduction to Cloud Computing 
Topic: Evaluating Cloud Computing Costs 

Course Code: 

MBA-342 

     
   

Objectives At the end of the lesson the student shall be able to: 

- Understand how to evaluate cloud computing costs. 

- Learn the factors influencing cloud costs. 

- Recognize cost evaluation methods. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define cloud computing costs. 

• Importance of cost evaluation. 

• Example of cloud cost evaluation. 

• Present a scenario where a mid-sized company transitioned to 

cloud services and faced unexpected costs. By evaluating these 

costs thoroughly, they identified areas to optimize their usage and 

reduce expenses. 

- Development (30 minutes) 

- Different services (IaaS, PaaS, SaaS) come with varying pricing models. 

- Discuss how different storage types (block storage vs. object storage) 

can impact costs. 

- Explain how ingress and egress data transfer costs can add up, especially 

for large datasets. 

- Cost Factors: Explain factors influencing cloud costs. 

- Evaluation Methods: Different methods to evaluate costs. 

- Examples: Real-world cost evaluation case studies. 

Examples (10 minutes): 

- Case Study 1: A large retail company that utilized cloud cost 

management tools to analyze its spending patterns, leading to a 20% 

reduction in costs by optimizing resource usage. 

- Case Study 2: A tech startup that implemented TCO analysis before 

migrating to the cloud, enabling them to understand long-term financial 

implications and choose the best provider. 

-  
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 
- What specific challenges might companies face when evaluating cloud 
costs? 
- How can organizations balance cost evaluation with the need for agility 
and scalability? 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 
3.  

References: 

- [Cloud Costs](https://azure.microsoft.com/en-us/pricing/cloud-cost- 

management/) 

- [Cost Factors](https://www.techradar.com/best/how-to-manage-cloud- 

computing-costs) 
- [YouTube Video](https://www.youtube.com/watch?v=JYLTvlSlvRc) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the factors influencing cloud computing costs? 

2. List one method of evaluating cloud costs. 

3. Provide an example of a company that evaluated cloud costs. 

4. How does understanding cloud costs contribute to better decision-

making in IT? 

5. What strategies can organizations employ to optimize cloud costs? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.techradar.com/best/how-to-manage-cloud-
http://www.techradar.com/best/how-to-manage-cloud-
http://www.youtube.com/watch?v=JYLTvlSlvRc)
http://www.youtube.com/watch?v=JYLTvlSlvRc)


 

 

 

Lesson Plan 

No. 3.7 

Course Name: Introduction to Cloud Computing 
Topic: Choosing the Appropriate Cloud Model 

Course Code: 

MBA-342 

  
   

Objectives At the end of the lesson the student shall be able to: 

- Understand different cloud models. 

- Learn criteria for choosing the right cloud model. 

- Evaluate cloud model options. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define cloud models (public, private, hybrid). 

- Discuss how selecting the appropriate cloud model is critical for meeting 

organizational needs, ensuring security, and optimizing costs. Choosing 

the wrong model can lead to inefficiencies and increased expenses. 

- Importance of choosing the right model. 

- Example of cloud model selection. 

-  Share a brief example of a company that successfully chose a cloud model. For 

instance, a healthcare provider may opt for a private cloud for sensitive patient 

data while using a public cloud for non-sensitive applications. 

-  
2. Development (30 minutes) 

Cloud Models: Explain public, private, and hybrid cloud models. 

Selection Criteria: Criteria for choosing the right model. 

Case Studies: Examples of organizations choosing cloud models. 

Case Studies (10 minutes): 

• Case Study 1: Netflix utilizes public cloud infrastructure to support 

its streaming services, allowing them to scale quickly during high-

demand periods. 

• Case Study 2: A government agency implementing a private cloud 

to comply with strict data security regulations, ensuring sensitive 

information remains protected. 

• Case Study 3: A tech startup opting for a hybrid cloud approach to 

benefit from public cloud scalability while keeping critical data in a 

private cloud for enhanced security. 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings. 
 

Homework: 

Prepare a presentation on a specific cloud model (public, private, or 
hybrid), detailing its advantages, disadvantages, and scenarios where it is 
best utilized. 
 
Suggested Readings 

Articles: 
- Cloud Models - AWS 
-Selection Criteria - CIO 
-Understanding Cloud Computing Models - TechRadar 
 

References: 

- [Cloud Models](https://aws.amazon.com/types-of-cloud-computing/) 

- [Selection Criteria](https://www.cio.com/article/306317/choosing-the- 

right-cloud-model.html) 

- [YouTube Video](https://www.youtube.com/watch?v=km7Y_l9UDsM) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the three main cloud models? 

2. List one criterion for choosing a cloud model. 

3. Provide an example of a company choosing a cloud model. 

4.  In what scenarios might a private cloud model be more beneficial than 

a public cloud? 

5. How can a hybrid cloud approach help businesses optimize their IT 

resources? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://aws.amazon.com/types-of-cloud-computing/
http://www.cio.com/article/306317/choosing-the-
http://www.cio.com/article/306317/choosing-the-
http://www.youtube.com/watch?v=km7Y_l9UDsM)
http://www.youtube.com/watch?v=km7Y_l9UDsM)


 

 

 
 

Lesson Plan 

No. 3.8 

Course Name: Introduction to Cloud Computing 

Topic: The Role of Cloud Computing in Digital 

Transformation 

Course Code: 

MBA-342 

  
  

Objectives At the end of the lesson the student shall be able to: 

- Define digital transformation. 

- Understand the role of cloud computing in digital transformation. 

- Analyze examples of digital transformation through cloud computing. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define digital transformation. 

• Importance of digital transformation. 

• Example of digital transformation via cloud computing. 

• Present a brief example, such as a retail company leveraging cloud-

based solutions for inventory management and customer 

relationship management (CRM), leading to improved supply 

chain visibility and enhanced customer engagement. 

2. Development (30 minutes) 

- Digital Transformation: Explain what digital transformation entails. 

- Cloud's Role: How cloud computing facilitates digital transformation. 

- Examples: Case studies of digital transformation using cloud. 

Examples (10 minutes): 

- Case Study 1: A bank adopting cloud computing to enhance customer 

service by providing real-time data access for customers and employees, 

enabling better financial planning tools. 

- Case Study 2: A manufacturing company using cloud-based IoT solutions 

to monitor equipment performance in real-time, leading to predictive 

maintenance and reduced downtime. 

- Case Study 3: A healthcare provider utilizing cloud technology for 

telemedicine services, allowing patients to access care remotely and 

improving patient outcomes. 

-  
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 
Discussion Prompt: 
Engage students with questions such as: 
- What challenges might companies face during their digital transformation 

journey? 
- How do cultural factors impact the success of digital transformation 

initiatives? 
- What specific cloud technologies do you think have the greatest impact on 



 

 

digital transformation? 
 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Digital 
Transformation](https://www.salesforce.com/solutions/industries/financial 

-services/digital-transformation/) 

- [Cloud's Role](https://www.cio.com/article/3235954/how-cloud- 

computing-enables-digital-transformation.html) 
- [YouTube Video](https://www.youtube.com/watch?v=gz_hyR2WxqE) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is digital transformation? 

2. How does cloud computing aid in digital transformation? 

3. Provide an example of a company undergoing digital transformation 

using cloud computing. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.salesforce.com/solutions/industries/financial
http://www.salesforce.com/solutions/industries/financial
http://www.cio.com/article/3235954/how-cloud-
http://www.cio.com/article/3235954/how-cloud-
http://www.youtube.com/watch?v=gz_hyR2WxqE)
http://www.youtube.com/watch?v=gz_hyR2WxqE)


 

 

 
 

Lesson Plan 

No. 3.9 

Course Name: Introduction to Cloud Computing 
Topic: Security Considerations in Cloud Computing 

Course Code: 

MBA-342 

    
    
  

Objectives At the end of the lesson the student shall be able to: 

- Understand security risks in cloud computing. 

- Learn about measures to mitigate security risks. 

- Evaluate the importance of cloud security. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define cloud security. 

• Importance of security in cloud computing. 

• Example of a security breach in cloud computing. 

 

2. Development (30 minutes) 

- Security Risks: Identify common security risks in cloud computing. 

- Mitigation Measures: Explain measures to reduce security risks. 

- Importance: Importance of maintaining cloud security. 

- Overview of Common Security Breaches: 

Provide examples of notable security incidents, such as: 

- Capital One Data Breach (2019): Highlight how a misconfigured 

firewall led to the exposure of over 100 million customer records. 

- Dropbox Security Breach (2012): Discuss how compromised employee 

credentials led to unauthorized access to user accounts. 

- Amazon Web Services (AWS) S3 Misconfigurations: Explain how 

misconfigured storage buckets have led to data leaks for multiple 

organizations. 

-  
3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 
-What security risks do you think are most prevalent for small businesses 
using cloud services? 
-How can organizations balance security and usability when implementing 
cloud solutions? 
-What role does cloud service provider transparency play in ensuring 
security? 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

References: 

- [Cloud Security](https://www.csoonline.com/article/306620/cloud- 

computing-security.html) 

- [Security Risks](https://www.techradar.com/best/cloud-computing- 

security) 
- [YouTube Video](https://www.youtube.com/watch?v=eZq_xS4yMcE) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are some common security risks in cloud computing? 

2. List one measure to mitigate security risks. 

3. Why is cloud security important? 

4. How do security breaches impact customer trust and business 

reputation? 

5. What steps can organizations take to improve their incident response 

capabilities? 

6. What factors should companies consider when choosing a cloud service 

provider regarding security? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.csoonline.com/article/306620/cloud-
http://www.csoonline.com/article/306620/cloud-
http://www.techradar.com/best/cloud-computing-
http://www.techradar.com/best/cloud-computing-
http://www.youtube.com/watch?v=eZq_xS4yMcE)
http://www.youtube.com/watch?v=eZq_xS4yMcE)


 

 

 
 

Lesson Plan 

No. 3.10 

Course Name: Introduction to Cloud Computing 
Topic: Future Trends in Cloud Computing 

Course Code: 

MBA-342 

   
 
  

Objectives At the end of the lesson the student shall be able to: 

- Identify emerging trends in cloud computing. 

- Understand the implications of these trends. 

- Analyze the future direction of cloud computing. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define future trends in cloud computing. 

- Importance of staying updated with trends. 

- Example of an emerging trend in cloud computing. 

- Introduce one key trend, such as the rise of Serverless Computing, 

briefly explaining how it allows developers to build and run applications 

without managing servers, focusing on business logic instead. 

 

2. Development (30 minutes) 

- Emerging Trends: Identify and explain emerging trends in cloud 

computing. 

- What are some of the key characteristics of multi-cloud 

strategies? How do they differ from single cloud provider 
strategies? 

- In what ways might emerging cloud trends influence data 

governance practices within organizations? 

- Implications: Discuss the implications of these trends. 

- Future Direction: Analyze where cloud computing is headed. 

 

 

3. Exercise (5 minutes) – 
- Ask students about the discussed concept in the session. 
Discussion Prompt: 
Engage students with questions such as: 

• What trend do you find most impactful, and why? 
• How can businesses prepare for the implications of emerging cloud 

trends? 
• What challenges do you foresee in adapting to these trends? 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings. 



 

 

Homework: Choose one emerging trend in cloud computing and prepare 

a report on its implications for businesses in a specific industry 

References: 

- [Future 

Trends](https://www.forbes.com/sites/bernardmarr/2021/01/11/the-top-5- 

cloud-computing-trends-in-2021/) 

- [Emerging Trends](https://www.gartner.com/en/information- 

technology/insights/cloud-computing/trends) 
- [YouTube Video](https://www.youtube.com/watch?v=0B-s0eULQRg) 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is one emerging trend in cloud computing? 

2. What is the implication of this trend? 

3. Where do you think cloud computing is headed in the future?\ 

4. How can organizations effectively implement a multi-cloud strategy? 

 

http://www.forbes.com/sites/bernardmarr/2021/01/11/the-top-5-
http://www.forbes.com/sites/bernardmarr/2021/01/11/the-top-5-
http://www.gartner.com/en/information-
http://www.gartner.com/en/information-
http://www.youtube.com/watch?v=0B-s0eULQRg)
http://www.youtube.com/watch?v=0B-s0eULQRg)


 

 

 
 

Lesson Plan 

No. 4.1 

Course Name: Introduction to Cloud Computing 
Topic: The CIA Triad in Cloud Security 

Course Code: 

MBA-342 

   
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the components of the CIA Triad (Confidentiality, 

Integrity, and Availability). 

- Learn how the CIA Triad applies to cloud security. 

- Analyze the importance of each element in securing cloud data. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Online articles on the CIA Triad 
3. Case study of a data breach involving the CIA Triad 

Teaching 

Development 

2. Introduction (5 minutes) 

- Define the CIA Triad and introduce its components: 

    Confidentiality: Protecting data from unauthorized access. 

    Integrity: Ensuring that data is accurate and not tampered with. 

    Availability: Ensuring data and systems are accessible when needed. 

- Highlight the role of each component in maintaining overall cloud 

security.. 

3. Development (30 minutes) 

- Confidentiality: 

 Discuss encryption methods in cloud storage to ensure confidentiality. 

 Mention cloud services such as AWS or Google Cloud offering data 

encryption options. 

- Integrity: 

 Explain how cloud providers maintain data integrity through 

checksums, hash functions, and regular auditing mechanisms. 

    Use an example of a company losing data integrity due to poor 

validation controls (e.g., in transactional systems). 

- Availability: 

    Discuss the significance of redundancy, failover systems, and backup 

strategies for maintaining availability. 

    Use Real-World Example: Capital One's data breach in 2019, where 

weak configurations compromised the availability and confidentiality of 

over 100 million customer records. 

    Highlight how the breach resulted from a misconfigured firewall and 

weak security access controls, leading to unauthorized access to 

sensitive data. 

 

Real-World Examples (10 minutes): 

Case Study 1: Explore the Capital One data breach (2019) that exposed 

100 million records, focusing on how confidentiality and availability 

were compromised. 

3. Exercise (5 minutes) – 
- Ask students to provide examples of how the failure of each 



 

 

component of the CIA Triad can result in security vulnerabilities in a 
cloud environment. 
 
    Prompt: Think of scenarios where confidentiality, integrity, or 
availability were compromised in the real world. How could these 
failures have been prevented? 

Closure Summarize key learnings (5 minutes): 

- Reiterate the critical role of the CIA Triad in cloud security. 

- Discuss how cloud service providers ensure the balance between 

these three elements to maintain a secure cloud environment. 

- Encourage students to look at real-world security breaches and analyze 

which component of the CIA Triad was violated and how it could have 

been strengthened. 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

 

Reflective Questions: 

1. What is the CIA Triad, and how does it apply to cloud computing? 

2. How does cloud computing ensure data integrity? 
3. Why is availability crucial in cloud services?. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
 
 
 

Lesson Plan 

No. 4.2 

Course Name: Introduction to Cloud Computing 

Topic: Privacy and Compliance Risks in Cloud 

Computing 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Understand privacy risks in cloud computing. 

- Identify the key compliance standards (e.g., GDPR, HIPAA). 

- Analyze the consequences of non-compliance. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 

2. Online resources on GDPR, HIPAA 
3. Case study on privacy failures 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define privacy and compliance risks in the cloud. 

- Overview of the increasing importance of privacy and compliance due to 

global regulations such as General Data Protection Regulation (GDPR) 

and Health Insurance Portability and Accountability Act (HIPAA). 

 

2. Development (30 minutes) 

- Privacy Risks: 

    Unauthorized access, data breaches, third-party data handling issues. 

    Discuss how multi-cloud environments can introduce additional privacy 

challenges. 

- Compliance Standards: 

    Overview of GDPR and HIPAA and how they impact cloud service 

providers (CSPs). 

    Explain the consequences of non-compliance, including fines and loss 

of trust. 

    Real-World Example: The Google GDPR fine in 2020 for data privacy 

violations where Google was fined $50 million for not obtaining sufficient 

user consent for data processing. 

- Case Study: Review Google’s compliance failure, focusing on the need 

for strict privacy controls in cloud environments. 

 

Examples (10 minutes): 

• Case Study 1: Zoom, which rapidly scaled its infrastructure to 

accommodate a surge in users during the pandemic, enhancing user 

experience without service interruptions. 

• Case Study 2: Dropbox, which improved efficiency by leveraging 

cloud services to manage data storage and access seamlessly across 

multiple devices. 

• Case Study 3: Salesforce, using cloud scalability to adapt to 

varying customer needs, allowing for efficient customer relationship 



 

 

management without lag. 

 

3. Exercise (5 minutes) – 
- Ask students to identify steps cloud service providers should take to 
ensure compliance with GDPR and HIPAA. 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

References: 

- GDPR Overview [https://gdpr-info.eu/] 

- HIPAA and Cloud Compliance 

- Google GDPR Case 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

1. What are the consequences of non-compliance with GDPR for cloud 

providers? 

2. How can companies ensure privacy in cloud services? 

3. Why is compliance critical for cloud service providers? What 

impact does efficient cloud resource management have on a 

company's sustainability efforts? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 
 

Lesson Plan 

No. 4.3 

Course Name: Introduction to Cloud Computing 
Topic: Threats to Infrastructure in Cloud 
Computing 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Identify common threats to cloud infrastructure. 

- Understand how cloud infrastructure is secured. 

- Analyze real-world incidents involving infrastructure attacks. 

Teaching 

Aids (if any) 

1. PowerPoint Presentation 
2. Online readings on DDoS attacks and cloud infrastructure security 
3. Case study of cloud outages (e.g., AWS outage) 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define infrastructure in the context of cloud computing. 

- Explain how infrastructure failures can have widespread impacts on cloud 

services. 

 

2. Development (30 minutes) 

- Common Threats to Infrastructure: 

    Discuss Distributed Denial-of-Service (DDoS) attacks, hardware failures, 

natural disasters, and human error. 

    Highlight how cloud infrastructure must be robust to handle unexpected 

surges or attacks. 

 

- Mitigation Strategies: 

    Network redundancy, failover systems, disaster recovery plans. 

    Importance of geographic distribution of data centers for load balancing 

and recovery. 

-     Real-World Example: Analyze the 2021 AWS Outage that caused major 

websites (e.g., Disney+, Netflix) to go down. Discuss the impact and how 

Amazon responded by implementing infrastructure improvements.. 

 

3. Exercise (5 minutes) – 
- Ask students to propose strategies for securing cloud infrastructure from 
common threats like DDoS attacks. 



 

 

Closure 1. Summarize the Lesson Learning Outcomes and get affirmation from 

Students on these. 

- Reiterate the importance of robust infrastructure and highlight how large-

scale outages can severely impact companies relying on cloud services. 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the most common threats to cloud infrastructure? 

2. How do cloud providers mitigate the risk of infrastructure failures? 

3. How did AWS respond to its 2021 outage, and what improvements were 

made? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Lesson Plan 

No. 4.4 

Course Name: Introduction to Cloud Computing 
Topic: Threats to Data in Cloud Computing 

Course Code: 

MBA-342 

    

Objectives At the end of the lesson the student shall be able to: 

- Identify common threats to data in cloud environments. 

- Learn how data is protected in the cloud. 

- Analyze real-world data breaches and how they could have been 

prevented. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case study on cloud data breaches (e.g., Dropbox breach) 

Teaching 

Development 

- Introduction (5 minutes) 

  Define data security in cloud environments and highlight why it’s critical. 

2. Development (30 minutes) 

- Threats to Data: 

    Insider threats, hacking, data leaks, accidental deletion, unauthorized 

access. 

    Discuss how shared environments increase the risk of data compromise. 

- Protection Mechanisms: 

    Encryption (in-transit and at-rest), backups, and strict access control. 

    Real-World Example: Explore the Dropbox data breach (2012), where 

compromised employee credentials led to unauthorized access to user data. 

Highlight how multi-factor authentication (MFA) could have prevented 

this breach. 

 

3. Exercise (5 minutes) – 
- Have students analyze how Dropbox could have enhanced its data 
protection strategy to prevent the breach. 

Closure 1. Summarize the key data protection strategies in cloud computing and 
emphasize the importance of encryption and access controls. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

Homework  

3. Reflective Essay: Write a 1-2 page essay on how a specific organization 

(of your choice) has demonstrated agility through cloud computing. 

Discuss the benefits they gained and any challenges they faced. 

4. Research Assignment: Identify and analyze another case study of an agile 

organization that has successfully leveraged cloud computing. Prepare a 

brief presentation for the next class. 

  



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to answer. 

Reflective Questions: 

1. What are the most common threats to data in cloud computing? 

2. How does encryption protect cloud data? 

3. How did the Dropbox breach occur, and what could have prevented it? 

    

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 
 

Lesson Plan 

No. 4.5 

Course Name: Introduction to Cloud Computing 

Topic: Cloud Access Control Issues 

Course Code: 

MBA-342 

    
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the importance of access control in cloud computing. 

- Identify common access control mechanisms such as RBAC and MFA. 

- Analyze the consequences of weak access control. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 

2. Demonstration of access control mechanisms 
3. Case study on weak access control (e.g., Uber breach) 

Teaching 

Development 

- Introduction (5 minutes) 
• Define access control and its role in securing cloud services. 

2. Development (30 minutes) 

- Access Control Mechanisms: 

    Multi-factor authentication (MFA), Role-Based Access Control 

(RBAC), Identity and Access Management (IAM). 

    Discuss how cloud providers implement these controls to secure data. 

- Real-World Example: Discuss the Uber breach (2016) where weak 

access control led to the exposure of personal data. Highlight how poor 

implementation of access control mechanisms allowed unauthorized 

users to gain access to confidential information. 

3. Exercise (5 minutes) – 
- Have students evaluate the pros and cons of MFA versus RBAC in cloud 
environments.. 
 

Closure 1. Summarize the critical importance of access control in maintaining 

cloud security and encourage students to explore access control 

policies of popular cloud providers. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

Suggested Readings 

• Cloud Access Control 

• Uber Breach Case Study 

 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is multi-factor authentication (MFA), and why is it important for 

cloud access control? 

2. How can weak access control lead to data breaches? 

3. How could Uber have improved its access control mechanisms to 

prevent its 2016 breach?yes 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 

Lesson Plan 

No. 4.6 

Course Name: Introduction to Cloud Computing 
Topic: Cloud Service Provider (CSP) Risks 

Course Code: 

MBA-342 

     
   

Objectives At the end of the lesson the student shall be able to: 

- Recognize the risks associated with using cloud service providers 

(CSPs). 

- Understand how service level agreements (SLAs) mitigate some of these 

risks. 

- Analyze real-world incidents involving CSP failures. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case studies of cloud service provider outages and failures (e.g., 

Google Cloud outage 2020) 

Teaching 

Development 

- Introduction (5 minutes) 

• Define Cloud Service Provider (CSP) risks, including data loss, 

vendor lock-in, and service outages. 

• Highlight the shared responsibility model, where CSPs and users 

share security responsibilities. 

- Development (30 minutes) 

- Common CSP Risks: 

    Data loss during transfer or due to mishandling. 

    Vendor lock-in, making it hard for users to switch providers. 

    Service outages affecting availability of critical applications. 

- Mitigation with SLAs: 

    SLAs define service expectations (uptime, security, support). Discuss 

key clauses like data recovery and redundancy. 

    Real-World Example: Examine the Google Cloud outage (2020), which 

affected services such as Snapchat and YouTube. Discuss how CSPs 

responded to restore services and improve reliability. 

 

3. Exercise (5 minutes) – 
- Ask students to evaluate an SLA from a CSP (e.g., AWS or Azure) and 
identify key risk mitigation clauses. 

Closure 1. Summarize the importance of carefully evaluating CSPs and SLAs 

when selecting cloud services. Emphasize that while CSPs offer many 

benefits, they also come with risks that must be managed proactively. 

2. Spend 5 minutes to wrap up and consolidate the learnings 
 

References: 

• Cloud Service Risks 

• SLA Best Practices 

• Google Cloud Outage 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the key risks associated with cloud service providers? 

2. How can an SLA help mitigate some of the risks associated with CSPs? 

3. Describe how Google Cloud’s 2020 outage impacted its users and how 

CSPs can reduce the likelihood of such incidents. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 

Lesson Plan 

No. 4.7 

Course Name: Introduction to Cloud Computing 
Topic: Cloud Computing Security Challenges 

Course Code: 

MBA-342 

  
   

Objectives At the end of the lesson the student shall be able to: 

- Identify major security challenges in cloud computing. 

- Understand the implications of multi-tenancy, shared responsibility 

models, and evolving threats. 

- Explore how emerging technologies such as AI impact cloud security. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online content 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define the unique security challenges in cloud environments, including 

multi-tenancy and shared responsibility models. 

2. Development (30 minutes) 

Security Challenges: 

    Multi-tenancy: In shared environments, tenants may access shared 

resources, leading to potential data exposure. 

    Shared Responsibility: Users are responsible for securing data and 

applications, while CSPs manage infrastructure security. 

    Evolving Threats: Highlight emerging threats like AI-driven 

cyberattacks. 

 

Real-World Example: Examine Capital One’s data breach (2019), which 

involved a misconfigured firewall allowing unauthorized access to 

sensitive data. Discuss how multi-tenancy in the cloud can introduce such 

risks. 

 

3. Exercise (5 minutes) – 
- Ask students to explore how AI could enhance both security and threats 
in cloud computing. 

Closure 1. Summarize the growing complexity of cloud security challenges, 

especially in multi-tenant environments. Highlight the need for 

continuous updates to security protocols in cloud systems. 

2. Spend 5 minutes to wrap up and consolidate the learnings. 
 

Homework: 

Prepare a presentation on a specific cloud model (public, private, or 
hybrid), detailing its advantages, disadvantages, and scenarios where it is 
best utilized. 
 
Suggested Readings 

• Cloud Security Challenges 
• Multi-Tenancy Risks 
• AI in Cloud Security 

 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the key security challenges of multi-tenancy in cloud 

computing? 

2. How does the shared responsibility model affect cloud security? 

3. How can AI contribute to both improving and compromising cloud 

security? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lesson Plan 

No. 4.8 

Course Name: Introduction to Cloud Computing 

Topic: Mitigating Security Risks in Cloud 

Computing 

Course Code: 

MBA-342 

  
  

Objectives At the end of the lesson the student shall be able to: 

- Identify strategies for mitigating security risks in cloud environments. 

- Learn the role of encryption, firewalls, and access management. 

- Analyze a real-world example of risk mitigation in the cloud. 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

  Define security risk mitigation in cloud computing and highlight the 

growing importance as cloud adoption increases.. 

2. Development (30 minutes) 

- Key Risk Mitigation Strategies: 

    Encryption (both at rest and in transit). 

    Firewalls and intrusion detection/prevention systems. 



 

 

    Role-Based Access Control (RBAC) and multi-factor authentication 

(MFA). 

 

- Real-World Example: Explore how a financial services company used 

encryption and firewalls to mitigate the risk of data breaches and ensure 

regulatory compliance 

 

3. Exercise (5 minutes) – 
- Ask students to design a simple cloud security framework that includes 
encryption, firewalls, and RBAC 

Closure 1. Summarize the importance of a multi-layered approach to security 

risk mitigation, emphasizing that a combination of encryption, access 

control, and firewalls is crucial. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

Suggested Readings: 

• Cloud Encryption 
• Firewall Best Practices 
• RBAC in Cloud Security 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. How does encryption help mitigate security risks in cloud environments? 

2. What role do firewalls play in cloud security? 

3. How can organizations implement RBAC effectively in cloud 

systems?. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 
 
 

Lesson Plan 

No. 4.9 

Course Name: Introduction to Cloud Computing 
Topic: Security Considerations in Cloud Computing 

Course Code: 

MBA-342 

    
    
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the process of incident response in cloud security. 

- Learn the key steps in handling a security breach in the cloud. 

- Analyze a real-world incident response case study. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

• Define incident response and why it is critical in cloud security 

environments.. 

 

2. Development (30 minutes) 

- Incident Response Steps: 

    Preparation, Identification, Containment, Eradication, Recovery, and 

Lessons Learned. 

    Discuss how incident response plans differ in cloud environments 

compared to traditional on-premise systems. 

- Real-World Example: Analyze a high-profile cloud security incident, 

such as the exposure of AWS S3 buckets due to misconfiguration. 

Discuss how a structured incident response helped contain the damage 

and recover data. 

3. Exercise (5 minutes) – 
- Have students create a basic incident response plan for a small company 
using cloud services 



 

 

Closure 1. Reiterate the importance of having a well-developed incident 

response plan tailored to cloud environments and highlight how cloud 

service providers assist with incident response. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

Suggested Readings: 

- Incident Response in Cloud 

- AWS S3 Breach Case Study 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the key steps in an incident response plan for cloud security? 

2. How does cloud incident response differ from traditional incident 

response? 

3. Describe a real-world example of a cloud security breach and how 

incident response played a role. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 
 

Lesson Plan 

No. 4.10 

Course Name: Introduction to Cloud Computing 
Topic: Regulatory and Legal Considerations for 
Cloud Security 

Course Code: 

MBA-342 

   
 
  

Objectives At the end of the lesson the student shall be able to: 

- Identify the key regulatory and legal requirements for cloud security. 

- Understand laws such as GDPR, HIPAA, and how they affect cloud 

services. 

- Analyze a case study involving cloud security legal challenges. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define regulatory and legal requirements for cloud security and explain 

their importance in the global cloud market.. 

 

2. Development (30 minutes) 

- Key Regulations: 

    GDPR, HIPAA, and other data privacy laws that impact how 

cloud service providers operate. 

    Highlight how non-compliance can result in significant fines 

and damage to reputation. 

 
- Real-World Example: Discuss the Google GDPR fine of €50 million for 

violations of data protection laws. Analyze how cloud service providers 

can ensure compliance with international regulations.. 

 

 

3. Exercise (5 minutes) – 
- Ask students to research the legal requirements for cloud providers in 
their country and how these impact the security measures taken by 
cloud providers. 

 

Closure 1. Summarize the importance of staying up-to-date with evolving 

regulations in cloud computing. Emphasize that compliance is a 

continuous process that requires constant attention and adaptation to 

new legal requirements. 

2. Spend 5 minutes to wrap up and consolidate the learnings. 

Homework: Choose one emerging trend in Data Protection Regulation 

and prepare a report on its implications for businesses in a specific industry 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are the main regulatory and legal challenges cloud service 

providers face? 

2. How do GDPR and HIPAA affect the way cloud providers manage 

data? 

3. How did Google’s GDPR fine impact their approach to cloud security 

and compliance? 
 



 

 

 
 

Lesson Plan 

No. 5.1 

Course Name: Introduction to Cloud Computing 
Topic: Multi-Cloud Deployment 

Course Code: 

MBA-342 

   
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of multi-cloud deployment and how it differs 

from single-cloud solutions. 

- Learn about the benefits and challenges of multi-cloud environments. 

- Analyze real-world use cases of companies utilizing multi-cloud 

strategies 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case study on a company using a multi-cloud strategy (e.g., 

Netflix, Spotify) 

Teaching 

Development 

2. Introduction (5 minutes) 

- Define multi-cloud deployment: The use of multiple cloud services 

from different providers to optimize performance, cost, and reliability. 

- Discuss the key difference between single-cloud and multi-cloud 

setups. 

3. Development (30 minutes) 

- Advantages of Multi-Cloud: 

-     Redundancy: Enhances reliability and reduces the risk of downtime 

by using multiple providers. 

-     Flexibility: Allows organizations to choose the best service for each 

task (e.g., using AWS for data storage and Google Cloud for analytics). 

-     Cost optimization: Companies can avoid vendor lock-in and 

optimize costs by switching between providers. 

 

- Challenges of Multi-Cloud: 

-     Increased complexity in managing multiple platforms. 

-     Integration and interoperability issues. 

-     Security risks and compliance concerns when working across 

multiple providers. 

- Real-World Example: Discuss how Netflix uses a multi-cloud strategy 
to ensure availability and scalability of its global streaming service. 
They use AWS for core services but leverage Google Cloud for 
analytics and load balancing during high-traffic periods. 

3. Exercise (5 minutes) – 
- Ask students to propose a scenario where a multi-cloud strategy would 
be more beneficial than a single-cloud solution. 



 

 

Closure - Summarize the key benefits and challenges of multi-cloud deployment 

and encourage students to explore how businesses are adopting this 

trend for flexibility and resilience. 

 

Readings: 

• What is Multi-Cloud? 

• Netflix and Multi-Cloud 

• Multi-Cloud Security Best Practices 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

 

Reflective Questions: 

1. What are the main advantages of adopting a multi-cloud strategy? 

2. How does multi-cloud deployment help organizations avoid vendor 

lock-in? 
3. Discuss a real-world company that successfully uses multi-cloud and 

explain how it benefits from this strategy. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

Lesson Plan 

No. 5.2 

Course Name: Introduction to Cloud Computing 

Topic: Privacy and Compliance Risks in Cloud 

Computing 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of hybrid cloud deployment. 

- Learn how hybrid cloud integrates public and private cloud 

environments. 

- Analyze real-world examples of hybrid cloud implementation. 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case study on hybrid cloud adoption (e.g., IBM’s hybrid cloud 

strategy) 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define privacy and compliance risks in the cloud. 

- Overview of the increasing importance of privacy and compliance due to 

global regulations such as General Data Protection Regulation (GDPR) 

and Health Insurance Portability and Accountability Act (HIPAA). 

 

2. Development (30 minutes) 

- Introduction (5 minutes): 

 

-     Define hybrid cloud: A combination of public and private cloud 

environments that enables organizations to maintain flexibility while 

keeping sensitive data secure. 

-     Explain the difference between hybrid and multi-cloud approaches. 

 

- Development (30 minutes): 

 

-     Benefits of Hybrid Cloud: 

-         Data security and compliance: Sensitive data can be stored in 

private clouds, while less sensitive workloads run on public clouds. 

-         Scalability: Companies can scale public cloud resources during 

peak demand, while private clouds handle steady workloads. 

-         Cost-efficiency: Hybrid cloud allows for more efficient use of 

resources by only using public cloud services when necessary. 

-     Challenges of Hybrid Cloud: 

-         Integration between public and private clouds can be complex. 

-         Maintaining consistent security across both environments can be 

difficult. 

-     Real-World Example: Examine IBM’s hybrid cloud strategy, where 

they provide hybrid solutions to organizations like banks and 

government agencies to maintain data privacy while leveraging public 

cloud services for large-scale applications. 

 

3. Exercise (5 minutes) – 
- Ask students to identify industries where hybrid cloud deployment is 
most beneficial and explain why. 



 

 

Closure 1. Recap the flexibility and security advantages of hybrid cloud 

deployment and encourage students to think about hybrid strategies 

for different types of businesses. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

References: 

- Hybrid Cloud Explained [https://azure.microsoft.com/en-
us/overview/what-is-hybrid-cloud/] 

- IBM Hybrid Cloud Strategy 

- Hybrid Cloud Use Cases 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 
answer. 

Reflective Questions: 

1. What is the main difference between hybrid cloud and multi-cloud 

strategies? 

2. How does hybrid cloud improve data security and compliance? 

3. Discuss a real-world example of a company using hybrid cloud, 

and explain how it benefits from this approach 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 
 

Lesson Plan 

No. 5.3 

Course Name: Introduction to Cloud Computing 
Topic: Edge Computing in Cloud Environments 

Course Code: 

MBA-342 

 
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of edge computing and its role in cloud 

environments. 

- Learn how edge computing reduces latency and improves real-time data 

processing. 

- Analyze real-world examples of edge computing applications (e.g., 

autonomous vehicles, IoT). 

Teaching 

Aids (if any) 

1. PowerPoint Presentation 
2. Videos and case studies on edge computing 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define edge computing: Processing data closer to where it is generated (at 

the “edge” of the network) rather than in centralized data centers. 

- Explain the role of edge computing in reducing latency and improving 

performance in real-time applications. 

 

2. Development (30 minutes) 

- Advantages of Edge Computing: 

 

-     Lower latency: Data processing occurs closer to the source, resulting in 

faster response times. 

-     Reduced bandwidth: Edge computing reduces the amount of data that 

needs to be sent to centralized cloud servers, optimizing bandwidth usage. 

-     Enhanced security: Sensitive data can be processed locally without 

being transmitted to the cloud. 

 

- Challenges of Edge Computing: 

 

-     Managing distributed infrastructure is more complex. 

-     Requires seamless integration between edge devices and cloud services. 

 

- Real-World Example: Discuss how autonomous vehicles use edge 

computing to process data from sensors in real-time to make split-second 

decisions, minimizing latency and ensuring vehicle safety. 

 
 

3. Exercise (5 minutes) – 
- Ask students to identify another industry (besides autonomous vehicles) 
where edge computing would improve performance and explain why. 



 

 

Closure 1. Summarize how edge computing is transforming industries by 

enabling real-time data processing and reducing cloud latency, 

encouraging students to explore more use cases. 

Readings: 

1. Edge Computing 

2. Edge Computing and Autonomous Vehicles 

3. IoT and Edge Computing 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

- What is edge computing, and how does it improve cloud-based systems? 

- How does edge computing benefit autonomous vehicles? 

- What are the challenges of integrating edge computing with traditional 

cloud services? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Lesson Plan 

No. 5.4 

Course Name: Introduction to Cloud Computing 
Topic: Cloud-Native Applications 

Course Code: 

MBA-342 

    

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of cloud-native applications. 

- Learn how cloud-native architectures differ from traditional application 

architectures. 

- Analyze real-world examples of cloud-native applications (e.g., 

Kubernetes, microservices). 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Videos on cloud-native technologies (Kubernetes, Docker) 

Teaching 

Development 

- Introduction (5 minutes) 

  Define data security in cloud environments and highlight why it’s critical. 

2. Development (30 minutes) 

- Introduction (5 minutes): 

-     Define cloud-native applications: Applications that are built and run 

entirely within cloud environments using technologies like containers and 

microservices. 

-     Explain how cloud-native applications differ from traditional 

monolithic applications. 

 

- Development (30 minutes): 

-     Key Features of Cloud-Native Applications: 

-         Microservices: Breaking down applications into smaller, 

independent services that can be deployed and scaled independently. 

-         Containers: Lightweight, portable units for running cloud-native 

applications (e.g., Docker). 

-         DevOps: Continuous integration and delivery (CI/CD) for faster 

deployment and updates. 

-     Real-World Example: Explore how Spotify uses a cloud-native 

approach, with a microservices architecture built on Kubernetes to 

manage its vast user base and handle real-time data from streaming 

services 

 

3. Exercise (5 minutes) – 
- Ask students to identify the benefits of using microservices for 
application development and deployment in the cloud. 



 

 

Closure 1. ummarize the benefits of adopting cloud-native architectures, such as 
flexibility, scalability, and faster development cycles. 

2. Spend 5 minutes to wrap up and consolidate the learnings 
 
Reading: 
 

- Cloud-Native Explained 
- Microservices in Cloud Computing 
- Spotify’s Microservices Architecture 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to answer. 

Reflective Questions: 

1. What are cloud-native applications, and how do they differ from 

traditional applications? 

2. How do microservices and containers enhance cloud-native 

architectures? 

3. Discuss a company that uses cloud-native technologies and explain how 

it benefits from this approach.    

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 
 

Lesson Plan 

No. 5.5 

Course Name: Introduction to Cloud Computing 

Topic: The AI-Powered Cloud 

Course Code: 

MBA-342 

    
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of AI-powered cloud solutions. 

- Learn how AI enhances cloud services in terms of scalability, 

automation, and data processing. 

- Analyze real-world examples of AI in the cloud (e.g., Google AI, AWS 

AI services). 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case study on AI in the cloud (e.g., AWS AI for predictive 

analytics) 

Teaching 

Development 

- Introduction (5 minutes) 

- Define AI-powered cloud: The integration of artificial intelligence (AI) 

and machine learning (ML) technologies into cloud services to automate 

processes and improve efficiency. 

- Discuss how AI is transforming cloud services by enabling intelligent 

automation and data-driven insights. 

-  
2. Development (30 minutes) 

- AI Use Cases in Cloud: 

 

-     Automated resource management: AI helps optimize cloud resources 

(e.g., auto-scaling). 

-     Predictive analytics: AI analyzes data in real-time to predict trends and 

enhance decision-making. 

-     Natural language processing (NLP): AI-enabled voice and text 

services (e.g., chatbots, virtual assistants). 

 

- Real-World Example: Discuss how AWS AI services offer predictive 

analytics, fraud detection, and personalized recommendations for 

businesses. AWS leverages AI to scale infrastructure dynamically based 

on usage patterns, reducing costs and improving performance.. 

3. Exercise (5 minutes) – 
- Ask students to think about how AI could enhance the services of a cloud 
provider of their choice and provide a brief explanation. 
 



 

 

Closure 1. Summarize the role of AI in transforming cloud services, especially 

in automating tasks and enabling intelligent decision-making.. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

Suggested Readings 

• AI in the Cloud 

• AWS AI Services 

• Google Cloud AI 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. How does AI improve cloud services in terms of automation and 

efficiency? 

2. What are some real-world applications of AI-powered cloud services? 

3. Discuss how AI and machine learning can optimize cloud infrastructure 

for better performance. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 

Lesson Plan 

No. 5.6 

Course Name: Introduction to Cloud Computing 
Topic: The ML-Powered Cloud 

Course Code: 

MBA-342 

     
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the role of machine learning (ML) in cloud computing. 

- Learn how ML enhances cloud-based data analytics, automation, and 

decision-making. 

- Analyze real-world use cases of ML in the cloud (e.g., Google Cloud 

ML, Azure ML). 

Teaching Aids 

(if any) 

1. PowerPoint Presentation 
2. Case studies of cloud service provider outages and failures (e.g., 

Google Cloud outage 2020) 

Teaching 

Development 

- Introduction (5 minutes) 

- Define machine learning (ML) in the cloud: The use of cloud 

infrastructure to train, deploy, and scale machine learning models. 

- Explain how ML differs from AI and the types of tasks it automates in 

cloud environments (e.g., predictive analytics, data pattern 

recognition).urity responsibilities. 

 

- Development (30 minutes) 

- Benefits of ML in Cloud: 

 

-     Scalability: Cloud services can handle large datasets for ML training 

and deployment. 

-     Automation: ML automates repetitive tasks such as data 

categorization, anomaly detection, and forecasting. 

-     Cost-efficiency: ML in the cloud enables organizations to use 

computational resources as needed without upfront investments. 

 

- Real-World Example: Discuss how Google Cloud ML Engine is used for 

training large-scale models and deploying them into production for tasks 

such as image recognition, language translation, and sentiment analysis. 

 

3. Exercise (5 minutes) – 
- Have students propose a business problem that could be solved using cloud-
based machine learning and describe the benefits. 

Closure 1. Summarize how machine learning in the cloud enables businesses 

to process and analyze large volumes of data more efficiently and 

make better data-driven decisions. 

2. Spend 5 minutes to wrap up and consolidate the learnings 
 

Reading: 

• ML in Google Cloud 

• Azure Machine Learning 

• ML Use Cases 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is the role of machine learning in cloud computing? 

2. How does ML enhance data processing and automation in cloud 

environments? 

3. Discuss a real-world example of how a company uses cloud-based 

machine learning to solve business challenges.. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 

Lesson Plan 

No. 5.7 

Course Name: Introduction to Cloud Computing 
Topic: Internet of Things (IoT) in Cloud Computing 

Course Code: 

MBA-342 

  
   

Objectives At the end of the lesson the student shall be able to: 

- Understand the relationship between the Internet of Things (IoT) and 

cloud computing. 

- Learn how cloud services enable IoT devices to communicate and 

process data. 

- Analyze real-world examples of IoT applications powered by cloud 

services (e.g., smart cities, healthcare). 

 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online content 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define IoT in cloud computing: The interconnection of devices through 

the cloud to collect, store, and analyze data. 

- Explain how cloud services provide the infrastructure necessary for 

large-scale IoT deployments. 

 

2. Development (30 minutes) 

- Key Features of IoT in the Cloud: 

    Data collection and storage: IoT devices collect massive amounts of 

data that need to be stored and processed in the cloud. 

    Real-time analytics: Cloud services enable real-time monitoring and 

analysis of IoT data. 

    Scalability: Cloud services allow IoT networks to grow and handle 

increasing data loads without overloading local resources. 

 

Real-World Example: Explore how smart cities leverage IoT and cloud 

services to manage traffic, energy consumption, and public services. IoT 

sensors collect data in real-time, and cloud services analyze this data to 

optimize city functions. 

3. Exercise (5 minutes) – 
- Ask students to propose an IoT-based solution for a specific problem 
(e.g., traffic management, healthcare) and explain how the cloud would 
play a role. 

Closure 1. Summarize how IoT and cloud computing work together to create 

smart systems capable of real-time data analysis and decision-making. 

Encourage students to think about future IoT innovations driven by the 

cloud. 

2. Spend 5 minutes to wrap up and consolidate the learnings. 
 
Suggested Readings 

• IoT and Cloud 
• IoT in Smart Cities 



 

 

• IoT Cloud Services 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. How does cloud computing support the Internet of Things? 

2. What are some real-world examples of IoT applications powered by 

cloud services? 

3. How can smart cities use IoT and cloud computing to improve public 

services? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lesson Plan 

No. 5.8 

Course Name: Introduction to Cloud Computing 

Topic: Cloud Automation and Orchestration 

Course Code: 

MBA-342 

  
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the role of automation and orchestration in cloud 

environments. 

- Learn how cloud automation improves efficiency, scalability, and resource 

management. 

- Analyze real-world examples of automation in cloud services (e.g., 



 

 

automated scaling, infrastructure as code). 

Teaching 

Aids (if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

  Define cloud automation: The process of using tools and software to 

automatically manage cloud environments, including scaling, load 

balancing, and resource provisioning. 

  Introduce orchestration: Coordinating the deployment of multiple 

automated processes to achieve seamless operation. 

 

2. Development (30 minutes) 

- Key Features of Cloud Automation: 

-     Auto-scaling: Automatically adjusting resources to meet demand. 

-     Infrastructure as Code (IaC): Managing cloud infrastructure using code 

for more consistent and reliable deployments. 

-     Self-healing systems: Automatically detecting and resolving issues 

without human intervention. 

- Real-World Example: Discuss how AWS Lambda uses cloud automation 

to run code in response to events, automatically scaling resources as 

needed without manual intervention. 

3. Exercise (5 minutes) – 
- Have students identify an area where cloud automation would improve 
efficiency and scalability for a specific industry (e.g., e-commerce, 
healthcare). 

Closure 1. Summarize how cloud automation and orchestration reduce manual 

intervention, improve efficiency, and ensure that cloud resources are 

used optimally. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

 

Suggested Readings: 

• Cloud Automation Explained [https://azure.microsoft.com/en-
us/resources/cloud-computing-dictionary/what-is-cloud-
automation/] 

• AWS Lambda [https://aws.amazon.com/lambda/] 
• Infrastructure as Code 



 

 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is cloud automation, and how does it improve efficiency in cloud 

environments? 

2. How does infrastructure as code (IaC) ensure reliable cloud 

deployments? 

3. Discuss a real-world example of cloud automation and its benefits. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lesson Plan 

No. 5.9 

Course Name: Introduction to Cloud Computing 
Topic: Serverless Computing 

Course Code: 

MBA-342 

    
    
  

Objectives At the end of the lesson the student shall be able to: 

- Understand the concept of serverless computing. 

- Learn how serverless architectures enable developers to run code without 

managing servers. 

- Analyze real-world examples of serverless computing (e.g., AWS 

Lambda, Google Cloud Functions). 



 

 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

- Introduction (5 minutes) 

- Define serverless computing: A cloud computing execution model in 

which the cloud provider runs the server, dynamically managing the 

allocation of machine resources. 

- Explain how serverless computing allows developers to focus on writing 

code without worrying about server management. 

2. Development (30 minutes) 

- Key Features of Serverless Computing: 

-     No server management: The cloud provider handles infrastructure 

management. 

-     Auto-scaling: Applications automatically scale up or down based on 

demand. 

-     Pay-per-use: Users are only charged for the compute resources they 

actually consume. 

- Real-World Example: Discuss how AWS Lambda and Google Cloud 

Functions enable companies to run microservices and event-driven 

applications without provisioning or managing servers 

 

3. Exercise (5 minutes) – 
- Ask students to propose a scenario where serverless computing would 
reduce costs and simplify development for a startup. 

Closure 1. Summarize the key benefits of serverless computing, including 

scalability, cost-efficiency, and reduced infrastructure management, 

encouraging students to explore serverless architectures in their future 

projects. 

2. Spend 5 minutes to wrap up and consolidate the learnings 

Suggested Readings: 

- Serverless Explained [https://aws.amazon.com/serverless/] 

- Google Cloud Functions 

- AWS Lambda Use Cases [https://aws.amazon.com/lambda/use-

cases/] 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What is serverless computing, and how does it simplify cloud-based 

application development? 

2. How do serverless architectures enable pay-per-use pricing models? 

3. Discuss a real-world example of how a company uses serverless 

computing to improve efficiency. 
 
 
 
 
 



 

 

 
 

Lesson Plan 

No. 5.10 

Course Name: Introduction to Cloud Computing 
Topic: Future Trends in Cloud Computing 

Course Code: 

MBA-342 

   
 
  

Objectives At the end of the lesson the student shall be able to: 

- Identify emerging trends in cloud computing. 

- Understand the potential impact of these trends on industries and 

businesses. 

- Analyze real-world examples of how businesses are preparing for the 

future of cloud computing. 

Teaching Aids 

(if any) 

1. Power Point Presentation 

2. Online contents 
3. Youtube Videos 

Teaching 

Development 

1. Introduction (5 minutes) 

- Define future trends in cloud computing: An exploration of the emerging 

technologies that will shape the cloud landscape in the coming years. 

- Highlight key trends such as quantum computing, serverless 

architectures, and AI-driven cloud platforms. 

 

2. Development (30 minutes) 

- Emerging Trends: 

-  
-     Quantum computing: Cloud providers are experimenting with 

quantum computing to solve complex problems that traditional 

computers cannot handle. 

-     AI and machine learning: The integration of AI into cloud 

platforms is enabling predictive analytics, automated decision-
making, and enhanced customer experiences. 

-     Multi-cloud and hybrid cloud: The continued rise of multi-

cloud and hybrid cloud deployments will provide more flexibility 
and resilience. 

-  
- Real-World Example: Discuss how Google Cloud is investing in quantum 

computing and how Microsoft Azure is focusing on integrating AI with 

cloud services to create intelligent applications. 

 

3. Exercise (5 minutes) – 
- Have students predict how cloud technologies will evolve over the 
next five years and discuss their impact on specific industries (e.g., 
healthcare, finance). 

 

Closure 1. Summarize the key trends that are likely to shape the future of cloud 

computing, encouraging students to keep up with innovations in cloud 

technologies and think about their potential applications in different 

fields. 



 

 

2. Spend 5 minutes to wrap up and consolidate the learnings. 

Suggested Readings: 

- Future of Cloud Computing 

- Quantum Computing in the Cloud 

- AI and Cloud Computing 

Evaluation 1. Reflective Questions (What, why, Who?). Allow students to 

answer. 

Reflective Questions: 

1. What are some of the key trends shaping the future of cloud computing? 

2. How is quantum computing expected to impact cloud services in the 

future? 

3. Discuss how AI-driven cloud platforms are changing the way 

businesses operate 
 


