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Lesson Plan No. 1 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Evolution and History of Cloud (A)
Computing.

Objectives At the end of the lesson the student shall be able to:

e Define cloud computing and its evolution.

e Identify key milestones in the history of cloud computing.

e Understand the impact of cloud computing on IT infrastructure and
business operations.

Teaching a. Interactive Projector

Aids (if any) b. Timeline Slide of Cloud Computing Evolution

Teaching 1. Introduction (10 minutes)

Development - Start with a thought-provoking question: “Can you imagine

running an application without using the internet or relying on
physical hardware? How has this become possible, and what
role does cloud computing play in this?”

- Introduce the topic of cloud computing and explain its
significance in today's tech-driven world.

- Briefly explain the objectives of the lesson: understanding how
cloud computing evolved and its impact on businesses and IT
infrastructure.

Development (30 minutes)
a. Defining Cloud Computing and Early Concepts (10
minutes)

e Define cloud computing as the delivery of computing
services over the internet, including storage,
processing power, and software, enabling users to
access these resources remotely.

e Discuss early technologies related to cloud computing,
such as mainframes and time-sharing systems in the
1960s.

e Introduce key historical figures, like John McCarthy,
who coined the term "computing as a utility."

e Explain how these early forms laid the groundwork for
modern cloud computing.

b. Key Milestones in the Evolution of Cloud Computing (10
minutes):

e 1960s: Early computing (mainframes, time-sharing).

e 1990s: Internet growth and virtual machines.

e 2000s: AWS launch (2006) — major turning point.

e 2010s: Rise of SaaS, PaaS, and laaS with AWS,
Azure, Google Cloud.
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c. Impact on IT and Business (10 minutes):

e Explain how cloud computing revolutionized IT
infrastructure by shifting from physical hardware to
virtual resources.

e Discuss the key benefits: cost savings, scalability,
flexibility, accessibility, and security.

e Provide real-world examples of cloud computing
applications, such as remote collaboration tools, data
storage, and online computing platforms.

e Introduce major players in the cloud computing
industry, such as Amazon, Microsoft, Google, and
IBM, and briefly discuss their contributions.

2. Exercise (5 minutes) —

- Divide the class into small groups and provide each group
with a timeline of major cloud computing events.

- Ask each group to identify and discuss the key event that
they believe had the most significant impact on cloud
computing's evolution,

- Have each group present their findings and reasoning to the
class.

Closure 1. Summarize the key takeaways:

a. Cloud computing has evolved from early computing
systems to today's sophisticated, flexible platforms.

b. It has revolutionized business and IT operations by offering
scalable, on-demand services.

c. The ongoing development of cloud technologies continues
to impact how businesses manage data and services.

2. Briefly introduce the next lesson on the different types of cloud
services (laaS, PaaS, SaaS).

3. Encourage students to reflect on how the evolution of cloud
computing has shaped their digital lives and business practices.

4. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (Coursera):
https://www.coursera.org/learn/introduction-to-cloud

5. Homework

- Research and summarize how businesses have shifted from
traditional IT infrastructure to cloud-based solutions in the past
decade.

Spend 5 minutes to wrap up and consolidate the learnings

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

Version 1.1

Dr. Arun K. Gupta Teaching-Learning Centre

Please Do Not Print Unless Necessary


https://ptgmedia.pearsoncmg.com/images/9780133387520/samplepages/0133387526.pdf
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplepages/0133387526.pdf
https://www.coursera.org/learn/introduction-to-cloud

Model Institute of Engineering
& Technology (Autonomous)
FUTURE BEGINS HERE..... Lesson Plan

Kot Bhalwal, Jammu s sess—— —

2. Reflective questions can be:
o What are the key milestones that contributed to the rise of
cloud computing?
o Why did cloud computing become a popular choice for
businesses over traditional IT infrastructure?
o Who were the main contributors and companies that shaped
the modern cloud computing industry?

Spend 5 minutes to evaluate student assimilation of the lesson contents
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Lesson Plan No. 2 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Introduction to Cloud (A)
Computing.

Objectives At the end of the lesson the student shall be able to:

e Define cloud computing and its key characteristics.

¢ Identify the types of cloud computing services: laaS, PaaS, and
SaaS.

e Understand the benefits of cloud computing in modern business
and IT infrastructure.

e Recognize the different cloud deployment models: public, private,

and hybrid.
Teaching a. Interactive Projector
Aids (if any) b. Slides explaining cloud computing concepts
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “Have you used cloud storage like

Google Drive or iCloud? What do you think of the concept of
‘storing data in the cloud’?”

- Introduce the concept of cloud computing as the delivery of
computing resources (storage, processing, etc.) over the
internet.

Development (30 minutes)
a. Defining Cloud Computing (10 minutes)
e Define cloud computing: a model that allows users to
access and store data and applications via the internet.
e Explain key characteristics: on-demand availability,
scalability, flexibility, and resource pooling.
b. Types of Cloud Services (10 minutes):
e laaS (Infrastructure as a Service): Provides virtualized
computing resources over the internet (e.g., AWS
EC2).
e PaaS (Platform as a Service): Provides a platform for
developers to build and deploy applications (e.g.,
Google App Engine).
e SaaS (Software as a Service): Provides software
applications via the cloud (e.g., Microsoft 365, Google
Docs).
c. Cloud Deployment Models (10 minutes):
e Public Cloud: Cloud resources are owned and operated
by a third-party provider and shared with multiple
organizations.
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e Private Cloud: Cloud infrastructure used exclusively
by one organization.

e Hybrid Cloud: A combination of public and private
clouds, allowing data and applications to be shared
between them.

2. Exercise (5 minutes) —
- Ask students to identify examples of laaS, PaaS, and SaaS
services they use or know about. Discuss their experiences.

Closure 1. Summarize: Cloud computing enables scalable, flexible, and
efficient use of IT resources.

2. Briefly introduce the next lesson on the benefits and challenges of
cloud computing.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (Coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research one cloud service provider (AWS, Azure, or Google
Cloud) and write a report on its services and offerings.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:
o What are the main differences between laaS, PaaS, and
SaaS?
o How does cloud computing impact businesses and IT
operations?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 3 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Features of Cloud Computing, (A)

Objectives At the end of the lesson the student shall be able to:

e Define and explain the key features of cloud computing.

e Understand the importance of scalability, flexibility, and on-
demand services in cloud computing.

e Recognize the significance of resource pooling and multi-tenancy
in cloud environments.

e Identify how cloud computing enhances collaboration and

accessibility.
Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating key features of cloud computing
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “How would businesses manage their IT

infrastructure without cloud computing?”

- Introduce the importance of understanding the key features of
cloud computing in today’s business world.

- Explain that this lesson will focus on exploring the unique
features that make cloud computing a powerful solution.

Development (30 minutes)
a. Key Features of Cloud Computing (10 minutes)

e On-demand Self-service: Users can provision and
manage cloud services as needed without requiring
human interaction from the service provider.

e Broad Network Access: Cloud services are accessible
from various devices over the internet, providing
flexibility in terms of device and location.

e Resource Pooling: Cloud providers use multi-tenant
models to pool resources and deliver them to
customers as needed (e.g., shared data centers).

e Rapid Elasticity: The ability to quickly scale up or
down computing resources based on demand.

e Measured Service: Cloud services are metered and
billed based on usage, providing cost efficiency and
flexibility.

b. Importance of Scalability and Flexibility (10 minutes):

e Explain how cloud computing allows businesses to
scale resources up or down depending on usage needs,
eliminating the need for large upfront investments in
hardware.
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e Discuss the flexibility of cloud platforms in supporting
various workloads (e.g., processing power, storage)
and rapid deployment of applications.

c. Resource Pooling and Multi-tenancy (10 minutes):

e Explain how cloud service providers use shared
resources across multiple customers (multi-tenancy) to
provide cost-effective solutions.

e Discuss the significance of resource pooling in terms
of optimizing infrastructure utilization and offering
flexibility.

2. Exercise (5 minutes) —
- Ask students to identify cloud services or products they use
in their daily lives (e.g., Google Drive, AWS, Office 365).
- Discuss how these services exhibit key features such as
scalability, resource pooling, or on-demand access.

Closure 1. Summarize: Cloud computing's key features include on-demand
self-service, scalability, resource pooling, and flexibility. These
features contribute to the efficiency and cost-effectiveness of IT
solutions in modern businesses.

2. Briefly introduce the next lesson on the deployment models of
cloud computing.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Features of Cloud Computing (Coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

Research how scalability and elasticity are implemented in major

cloud platforms (AWS, Azure, Google Cloud). Write a report on
how these features benefit businesses.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:
o What are the most important features of cloud computing,
and why are they crucial for businesses?
© How do scalability and elasticity contribute to the
effectiveness of cloud computing?
o Who benefits the most from the resource pooling and multi-
tenancy features of cloud computing?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 4 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Computing for Various (A)
Users

Objectives At the end of the lesson the student shall be able to:

e Understand how cloud computing benefits different types of users
(individuals, businesses, developers, IT professionals).

e Recognize the impact of cloud computing on productivity, cost
efficiency, and collaboration.

e Identify the advantages of cloud computing for different user needs
(e.g., personal use, business use, app development, IT
management).

e Understand how various cloud models and services meet the needs
of specific users.

Teaching a. Interactive Projector

Aids (if any) b. Slides illustrating the use of cloud computing for different user
types.

Teaching 1. Introduction (10 minutes)

Development - Start with a question: “How do you think individuals,

businesses, and developers use cloud computing differently?”
- Introduce the concept that cloud computing serves a variety of
users in different ways, from individuals storing personal data
to businesses managing complex IT operations.
- Briefly outline the key areas of focus for the lesson:
individuals, businesses, developers, and IT professionals.

Development (30 minutes)
a. Cloud Computing for Individuals (10 minutes)

e Explain how individuals use cloud services for
personal storage (e.g., Google Drive, iCloud, Dropbox)
and entertainment (e.g., Netflix, Spotify).

e Highlight the benefits of cloud computing for
individuals: easy access to files and media, data
backup, and the convenience of on-the-go access.

b. Cloud Computing for Businesses (10 minutes):

e Discuss how businesses use cloud computing for
collaboration (e.g., Microsoft 365, Google
Workspace), CRM systems (e.g., Salesforce), and
enterprise resource planning (ERP).

e Explain the business benefits: cost savings, scalability,
improved collaboration, and the ability to access
resources remotely.
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e Provide examples of business solutions offered
through cloud computing, such as cloud-based data
analytics and Al-powered applications.

c. Cloud Computing for Developers and IT professionals (10
minutes):

e Explain how cloud computing supports developers
with platforms like AWS, Google Cloud, and
Microsoft Azure, providing access to tools and
services for building, testing, and deploying
applications.

e Discuss the role of PaaS (Platform as a Service) and
laaS (Infrastructure as a Service) for developers.

e Describe how IT professionals use cloud services for
infrastructure management, backup solutions, disaster
recovery, and serverless computing.

e Explain how laaS (e.g., AWS EC2, Google Compute
Engine) helps IT professionals manage and monitor IT
resources without physical hardware.

e Discuss the importance of cloud security, compliance,
and monitoring tools that IT professionals rely on.

2. Exercise (5 minutes) —

- Ask students to categorize cloud services they use (e.g.,
Google Drive, AWS, Microsoft Azure) into different user
categories: individual, business, developer, and IT
professional.

- Discuss with the class the benefits and challenges each user
category faces while using cloud computing.

Closure 1. Summarize: Cloud computing serves various users with tailored
solutions for individuals, businesses, developers, and IT
professionals. Each group benefits from cloud computing in unique
ways, whether for personal convenience, business growth,
application development, or IT management.

2. Briefly introduce the next lesson on cloud security and privacy
considerations.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Cloud Computing for Various Users (Coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research how businesses in your area or industry use cloud
computing for collaboration and productivity. Write a short report
on their cloud adoption.

Spend 5 minutes to wrap up and consolidate the learnings.
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Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.

2. Reflective questions can be:
o What are some common ways individuals and businesses
use cloud computing differently?
o Why is cloud computing particularly beneficial for
developers and IT professionals?
o Who benefits most from the flexibility and scalability of
cloud computing?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 5 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Advantages of Cloud Computing | (A)

Objectives At the end of the lesson the student shall be able to:

e Identify and explain the key advantages of cloud computing.

e Understand how cloud computing benefits businesses, individuals,
and developers in terms of cost, scalability, and efficiency.

e Recognize the role of cloud computing in improving collaboration,
security, and innovation.

e Assess how cloud computing enhances business agility and
provides a competitive edge.

Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating cloud computing advantages
c. Case studies/examples of businesses leveraging cloud computing.
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “What do you think are the main benefits

for businesses and individuals using cloud computing?”

- Introduce the concept that cloud computing offers numerous
advantages, making it an essential part of modern business and
personal technology.

- Briefly outline the key advantages of cloud computing that will be
discussed: cost efficiency, scalability, collaboration, security, and
innovation.

Development (30 minutes)
a. Cost Efficiency (10 minutes)

e Explain how cloud computing reduces costs by
eliminating the need for businesses to invest in and
maintain expensive physical infrastructure (e.g.,
servers, storage).

e Discuss how the pay-as-you-go model allows
businesses to pay only for the resources they use,
leading to significant cost savings.

e Provide examples of businesses that have reduced IT
costs through cloud adoption.

b. Scalability and Flexibility (10 minutes):

e Describe how cloud services allow businesses and
individuals to easily scale resources (e.g., storage,
computing power) up or down depending on demand.

e Explain how this scalability helps organizations meet
fluctuating demands without over-provisioning
resources or investing in additional hardware.
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e Highlight the flexibility that cloud computing offers,
such as the ability to access resources from anywhere
with an internet connection.

c. Security and Disaster Recovery (5 minutes):

e Explain how cloud providers offer advanced security
measures (e.g., encryption, firewalls, multi-factor
authentication) to protect data.

e Discuss the role of cloud computing in disaster
recovery, as cloud services often include automated
backups and geographically distributed data centers.

d. Enhanced Collaboration and Accessibility (5 minutes):

e Discuss how cloud computing enables better
collaboration by allowing multiple users to access and
work on the same document or project in real time
(e.g., Google Daocs, Microsoft 365).

e Explain how cloud computing enhances accessibility
by enabling users to access applications and data from
any device, anywhere, at any time.

e Mention the impact on remote work and global teams,
where cloud services make collaboration seamless and
efficient.

2. Exercise (5 minutes) —

- Ask students to discuss in pairs or small groups the
advantages of cloud computing they’ve personally
experienced or seen in their professional lives (e.g., using
Google Drive for storage, accessing cloud-based software
for work).

- Have a few groups share their experiences and discuss how
cloud computing has benefited them in terms of cost,
flexibility, or collaboration.

Closure 1. Summarize: Cloud computing offers significant advantages,
including cost savings, scalability, improved collaboration, robust
security, and the ability to innovate quickly.

2. Briefly introduce the next lesson on the challenges of cloud
computing and how businesses can overcome them.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Cloud Computing for Various Users (Coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research a company that has successfully adopted cloud
computing to gain a competitive edge. Write a short report on how
the company benefited from cloud adoption.

Spend 5 minutes to wrap up and consolidate the learnings.
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Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.

2. Reflective questions can be:

o Engage students in a discussion on the advantages of cloud
computing, asking them to share their thoughts on how
these benefits impact their lives or future careers.

o What are the main advantages of cloud computing for
businesses?

o Why is scalability and flexibility critical for modern
businesses using cloud computing?

o Who benefits most from the cost efficiency of cloud
computing?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 6 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Limitations of Cloud Computing. | (A)

Objectives At the end of the lesson the student shall be able to:

e Identify and explain the key limitations of cloud computing.

e Understand the challenges related to security, downtime, and
dependency on internet connectivity.

e Recognize the limitations related to data privacy, control, and
vendor lock-in.

e Discuss how businesses can mitigate these limitations when
adopting cloud computing solutions.

Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating the limitations of cloud computing
c. Case studies or real-life examples of cloud computing failures or
challenges

Teaching 1. Introduction (10 minutes)

Development - Start with a question: “What do you think could go wrong with
cloud computing? Can you think of any limitations it might
have?”

- Introduce the importance of understanding both the benefits
and the limitations of cloud computing.

- Explain that this lesson will focus on the potential challenges
and risks of cloud computing that users and businesses need to
consider.

Development (30 minutes)
a. Security and Privacy Concerns (10 minutes)

e Explain how storing data in the cloud may expose it to
security breaches, hacking, and unauthorized access.

e Discuss the potential risks of data privacy when using
third-party cloud providers (e.g., governments,
organizations may access data under certain
conditions).

e Highlight the need for strong security measures,
encryption, and compliance with regulations (e.g.,
GDPR) to mitigate risks.

b. Downtime and Reliability (10 minutes):

e Explain how cloud computing services can experience
downtime due to technical issues or server failures.

e Discuss the potential impact of downtime on
businesses that rely on continuous access to cloud
services (e.g., e-commerce platforms, online
applications).
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e Provide examples of cloud outages (e.g., AWS or
Google Cloud downtime incidents) and their business
consequences.

e Emphasize the need for robust disaster recovery plans
and service-level agreements (SLAs) with cloud
providers.

c. Internet Connectivity Issues (5 minutes):

e Discuss the dependency of cloud computing on
reliable internet access.

e Explain how poor or slow internet connectivity can
disrupt cloud service access, especially for remote
workers or businesses in areas with unreliable internet.

e Suggest solutions like hybrid cloud setups or local
caching to reduce dependency on constant internet
access.

d. Data Control and Vendor Lock-in (5 minutes):

e Explain how businesses using cloud services may lose
control over their data and the underlying
infrastructure.

e Discuss the issue of vendor lock-in, where switching
from one cloud provider to another can be costly and
complex, especially if the services are deeply
integrated into the business operations.

e Provide real-world examples of how businesses have
struggled with vendor lock-in (e.g., difficulty
migrating from one cloud platform to another).

2. Exercise (5 minutes) —

- Ask students to work in pairs or small groups to identify
potential limitations of cloud computing in different
industries (e.g., finance, healthcare, retail).

- Have each group discuss one limitation in detail and
propose a solution or mitigation strategy.

- Share the group findings with the class and discuss how to
handle these limitations effectively.

Closure 1. Summarize: While cloud computing offers significant advantages,
it also has limitations such as security risks, downtime, dependency
on internet connectivity, data control issues, and legal challenges.

2. Emphasize that understanding these limitations is essential for
businesses to make informed decisions when adopting cloud
solutions.

3. Briefly introduce the next lesson on cloud deployment models and
how they can mitigate some of these limitations.

4. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
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Suggested video lecture
- Limitations of Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

5. Homework

- Research a real-life case where a company faced challenges due to
cloud computing limitations. Write a report on how they addressed
the issue.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:

o Engage students in a discussion on how they would address
these limitations if they were running a cloud-based
business.

o What are the main security and privacy concerns with cloud
computing?

o Why is vendor lock-in considered a limitation, and how can
businesses mitigate it?

o Who is most affected by internet connectivity issues when
using cloud services?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 7 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Infrastructure & (A)
Architecture: (Introduction)

Objectives At the end of the lesson the student shall be able to:

e Understand the basic components of cloud computing architecture.

o Identify the key layers of cloud computing architecture: front-end,
back-end, and cloud infrastructure.

e Learnabout cloud service models (laaS, PaaS, SaaS) and how they
relate to the architecture.

e Recognize how cloud computing architecture enables scalability,
flexibility, and resource optimization.

Teaching a. Interactive Projector

Aids (if any) b. Slides with diagrams of cloud computing architecture.
Teaching 1. Introduction (10 minutes)

Development - Start with a question: “When you use a cloud service like

Google Drive, what do you think is happening behind the
scenes to make it work?”

- Introduce the concept that cloud computing architecture
involves the infrastructure, technologies, and processes that
allow cloud services to operate efficiently.

- Explain that understanding cloud architecture is essential to
grasp how cloud computing delivers services like storage,
computing power, and applications.

Development (30 minutes)
a. Key Layers of Cloud Architecture (15 minutes)

e Front-End Layer: The client-side interface, where
users interact with cloud applications (e.g., web
browsers, mobile apps).

e Back-End Layer: The cloud infrastructure, including
servers, databases, and storage, where data is
processed and stored.

e Cloud Infrastructure Layer: Includes the physical
hardware and virtualized resources that enable cloud
computing (e.g., data centers, networking).

b. Cloud Service Models (15 minutes):

e laaS (Infrastructure as a Service): Provides virtualized
computing resources over the internet.

e PaaS (Platform as a Service): Offers a platform for
developing, testing, and deploying applications.

e SaaS (Software as a Service): Delivers software
applications over the internet on a subscription basis.
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2. Exercise (5 minutes) —
- Ask students to match real-world examples of cloud
services (e.g., AWS EC2 for laaS, Google App Engine for
PaaS, Microsoft 365 for SaaS) to the appropriate cloud
service model and layer.

Closure 1. Summarize: Cloud computing architecture consists of key layers
(front-end, back-end, and infrastructure), and the architecture
supports the various service models.

2. Briefly introduce the next lesson, focusing on deeper aspects of
cloud infrastructure, such as virtualization and resource
management.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf

Suggested video lecture
- Introduction to Cloud Computing Architecture (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

Research a real-life case where a company faced challenges due to

cloud computing limitations. Write a report on how they addressed
the issue.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:
o Engage students in discussing how cloud architecture
impacts scalability and resource management.
o  What are the key layers in cloud computing architecture?
o How do cloud service models (laaS, PaaS, SaaS) fit into the
cloud architecture?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 8 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Architecture Components | (A)

Objectives At the end of the lesson the student shall be able to:

e Identify and explain the main components of cloud architecture.

e Understand the roles of various cloud architecture components like
front-end and back-end systems.

e Recognize how components work together to provide cloud
services (e.g., storage, compute, networking).

e Understand the importance of each component in ensuring
scalability, flexibility, and efficiency in cloud computing.

Teaching a. Interactive Projector

Aids (if any) b. Slides with diagrams of cloud architecture components
Teaching 1. Introduction (10 minutes)

Development - Start with a question: “What do you think is involved in

providing cloud services like Google Drive or Dropbox?”’

- Explain that cloud computing is built on a complex system of
components that work together to deliver services like storage,
computing power, and networking.

- Introduce the lesson’s focus on understanding the key components of
cloud architecture.

Development (30 minutes)
a. Key Components of Cloud Architecture (15 minutes)

e Front-End: The user interface or client-side application
that allows users to interact with the cloud (e.g., web
browsers, mobile apps).

- Examples: Google Drive interface, Microsoft
365 web interface.

e Back-End: The cloud infrastructure that handles
processing, data storage, and computation (e.g.,
servers, databases, virtual machines).

- Examples: AWS EC2, Google Compute
Engine.

e Cloud Storage: The storage system where data is
stored, retrieved, and managed (e.g., file storage,
object storage).

- Examples: AWS S3, Google Cloud Storage.

e Cloud Networking: The network that connects cloud
resources and users, ensuring communication and data
flow (e.g., virtual private networks, content delivery
networks).
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- Examples: AWS VPC, Google Cloud Virtual
Private Cloud.

e Virtualization: The technology that enables the
abstraction of physical resources and allows the
dynamic allocation of virtual resources.

- Examples: Hypervisors like VMware or KVM
used for creating virtual machines.

e Management and Orchestration Layer: The system
responsible for managing and coordinating cloud
resources, ensuring efficiency and scalability.

- Examples: Kubernetes for container
orchestration, cloud management platforms like
AWS CloudFormation.
b. Role of Each Component (15 minutes):

e Discuss the role of each component in enabling cloud
functionality such as on-demand resource allocation,
scalability, and security.

e Explain how these components interact to provide
seamless cloud services to end-users, from data storage
to processing power.

2. Exercise (5 minutes) —

- Ask students to match different cloud services to the cloud
architecture components (e.g., where does AWS Lambda
fit in? Which component does Google Drive fall under?).

- Discuss how different services leverage the various
architecture components to provide efficient and reliable
services.

Closure 1. Summarize: Cloud architecture consists of several key
components—front-end, back-end, storage, networking,
virtualization, and management—that work together to provide
flexible and scalable cloud services.

2. Briefly introduce the next lesson on cloud service models and how
they interact with cloud architecture components.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing Architecture (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Choose a popular cloud service provider (e.g., AWS, Microsoft
Azure, Google Cloud) and research its key architecture
components.

Spend 5 minutes to wrap up and consolidate the learnings.
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Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.

2. Reflective questions can be:

o Engage students in a discussion about how each component
of the cloud architecture works together to support
businesses and users.

©  What are the key components of cloud architecture, and
what role does each play?

o How do cloud storage and cloud networking components ensure
cloud service efficiency and accessibility?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 9 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Virtualization Basics (A)

Objectives At the end of the lesson the student shall be able to:

e Understand the concept of virtualization in cloud computing.

e Identify the different types of virtualization (hardware, software,
network, storage).

e Learnabout hypervisors and their role in creating virtual machines.

e Recognize how virtualization enables resource optimization and
scalability in cloud computing.

Teaching a. Interactive Projector
Aids (if any) b. Slides with examples and diagrams of virtualization
c. Video clip demonstrating virtual machine creation and hypervisor
functionality
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “How would cloud services manage to

provide millions of virtual machines and applications without
dedicated hardware for each one?”

- Introduce the concept of virtualization as a technology that
allows multiple virtual instances to run on a single physical
machine, enabling resource optimization and scalability in cloud
environments.

Development (30 minutes)
a. What is Virtualization? (10 minutes)

e Define virtualization: The process of creating virtual
instances of resources (e.g., operating systems, servers,
storage) on physical hardware.

e Explain how virtualization abstracts hardware and
allows efficient use of resources.

b. Types of Virtualization (10 minutes):

e Hardware Virtualization: Creating virtual machines
that mimic physical machines using a hypervisor.

e Software Virtualization: Running multiple software
applications on a single operating system instance.

e Network Virtualization: Partitioning network resources
into multiple virtual networks.

e Storage Virtualization: Combining multiple storage
devices into a single virtual storage system.

c. Role of Hypervisors (10 minutes):

e Explain hypervisors as software that creates and
manages virtual machines (VMs).

e Type 1 Hypervisor (Bare-Metal): Runs directly on
hardware (e.g., VMware ESXi, Microsoft Hyper-V).
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e Type 2 Hypervisor (Hosted): Runs on top of an
operating system (e.g., VMware Workstation, Oracle
VirtualBox).
2. Exercise (5 minutes) —

- Ask students to identify examples of virtualization they
might have encountered (e.g., virtual machines in cloud
environments, virtualized storage).

- Discuss how virtualization makes cloud services scalable
and efficient.

Closure 1. Summarize: Virtualization allows multiple virtual resources to run
on a single physical machine, optimizing hardware usage and
enabling cloud scalability.

2. Briefly introduce the next lesson on cloud service models and their
reliance on virtualization.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing Architecture (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- What is virtualization, and how does it improve cloud resource
management?

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to

answer and discuss.

2. Reflective questions can be:
o Engage students in discussing the benefits of virtualization
for cloud scalability and cost-efficiency.
o What is the difference between hardware and software
virtualization?
o How do hypervisors enable virtualization?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 10 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Hypervisors and Virtual (A)
Machine.

Objectives At the end of the lesson the student shall be able to:

e Understand the concept and role of hypervisors in cloud
computing.

e Differentiate between Type 1 and Type 2 hypervisors.

e Understand the role of virtual machines (VMs) and how they are
created and managed.

e Recognize how hypervisors enable the efficient use of resources in
cloud environments.

Teaching a. Interactive Projector

Aids (if any) b. Slides illustrating hypervisors and virtual machines.

Teaching 1. Introduction (10 minutes)

Development - Start with a question: “How do cloud providers manage to run

multiple instances of different operating systems on the same
physical hardware?”’

- Introduce hypervisors as software that allows multiple virtual
machines (VMs) to run on a single physical machine, sharing
its resources efficiently.

Development (30 minutes)
a. What is a Hypervisor? (10 minutes)

e Define hypervisor: A software layer that enables the
creation and management of virtual machines by
abstracting the hardware resources.

e Explain that hypervisors allow a single physical server
to run multiple operating systems simultaneously, each
within its own VM.

b. Types of Hypervisors (10 minutes):

e Type 1 Hypervisor (Bare-Metal): Runs directly on the
host machine’s hardware. It does not require an
operating system to run.

- Examples: VMware ESXi, Microsoft Hyper-V,
Xen.

e Type 2 Hypervisor (Hosted): Runs on top of an
existing operating system. It relies on the host OS to
manage hardware resources.

- Examples: VMware Workstation, Oracle
VirtualBox, Parallels.
c. Virtual Machines (VMs) (10 minutes):

e Define Virtual Machine: A software emulation of a

physical computer system. Each VM runs its own
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operating system and applications, isolated from other
VMs.
e Explain how VVMs are created, configured, and
managed using a hypervisor.
e Discuss the importance of VMs in cloud environments,
enabling multi-tenancy and resource optimization.
2. Exercise (5 minutes) —

- Ask students to identify examples of virtualization they
might have encountered (e.g., virtual machines in cloud
environments, virtualized storage).

- Discuss how virtualization makes cloud services scalable
and efficient.

Closure 1. Summarize: Hypervisors are critical for creating and managing
virtual machines, enabling resource optimization and multi-tenancy
in cloud computing. Type 1 hypervisors run directly on hardware,
while Type 2 hypervisors run on top of an operating system.

2. Briefly introduce the next lesson on how virtual machines are
utilized in cloud services.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing Architecture (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Summarize the practical applications of hypervisors and virtual
machines in cloud-based services and environments.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:

o What are the key differences between Type 1 and Type 2
hypervisors?

© How do hypervisors help in managing cloud resources
efficiently?

o Why are virtual machines important in the context of cloud
computing?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 12 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Network and Security (A)
Considerations in Cloud

Objectives At the end of the lesson the student shall be able to:

e Understand the key network considerations in cloud computing.

e ldentify security risks and best practices in cloud environments.

e Recognize how cloud providers ensure secure networking and data

protection.
Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating cloud security architectures and network designs
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “What kind of security measures do you

think cloud providers take to protect data from cyber threats?”
- Introduce the importance of network infrastructure and security in
cloud computing to ensure data privacy and availability.

Development (30 minutes)
a. Network Considerations (15 minutes)

e Bandwidth and Latency: Impact on cloud performance
and user experience.

e Virtual Private Networks (VPNSs): Ensure secure
communication between users and cloud services.

e Content Delivery Networks (CDNs): Optimize data
delivery and reduce latency by using distributed
servers.

b. Security Considerations (15 minutes):

e Data Encryption: Protect data at rest and in transit.

e Identity and Access Management (IAM): Control who
can access cloud resources and data.

e Compliance: Ensuring cloud services meet legal and
regulatory standards (e.g., GDPR, HIPAA).

e Firewalls and Intrusion Detection Systems: Protect
against unauthorized access and threats.

2. Exercise (5 minutes) —

- Ask students to identify common cloud security practices
(e.g., using VPNs, encryption) and discuss how these help
mitigate specific security risks (e.g., data breaches,
unauthorized access).

- Students will summarize the topic discussed.
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Closure 1. Summarize key points: Cloud storage enables scalable, secure, and
accessible data management through various storage types and
management features.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Storage (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research a cloud storage provider (e.g., AWS S3, Google Cloud
Storage, or Dropbox) and write a short report on how they manage
data storage, security, and scalability. Discuss which type of cloud
storage they primarily use (object, block, file) and the benefits of
their approach.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:

o How does cloud storage ensure data security and
accessibility?

o Why is scalability important in cloud storage, and how does
it benefit businesses?

o How does cloud storage provide data redundancy and
backup? Why is this important?

o Inwhich real-world scenarios would object storage be the
best choice, and why?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 12 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Network and Security (A)
Considerations in Cloud

Objectives At the end of the lesson the student shall be able to:

e Understand the key network considerations in cloud computing.

e ldentify security risks and best practices in cloud environments.

e Recognize how cloud providers ensure secure networking and data

protection.
Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating cloud security architectures and network designs
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “What kind of security measures do you

think cloud providers take to protect data from cyber threats?”
- Introduce the importance of network infrastructure and security in
cloud computing to ensure data privacy and availability.

Development (30 minutes)
a. Network Considerations (15 minutes)

e Bandwidth and Latency: Impact on cloud performance
and user experience.

e Virtual Private Networks (VPNSs): Ensure secure
communication between users and cloud services.

e Content Delivery Networks (CDNs): Optimize data
delivery and reduce latency by using distributed
servers.

b. Security Considerations (15 minutes):

e Data Encryption: Protect data at rest and in transit.

e Identity and Access Management (IAM): Control who
can access cloud resources and data.

e Compliance: Ensuring cloud services meet legal and
regulatory standards (e.g., GDPR, HIPAA).

e Firewalls and Intrusion Detection Systems: Protect
against unauthorized access and threats.

2. Exercise (5 minutes) —

- Ask students to identify common cloud security practices
(e.g., using VPNs, encryption) and discuss how these help
mitigate specific security risks (e.g., data breaches,
unauthorized access).

- Students will summarize the topic discussed.
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Closure 1. Summarize: The security and networking aspects of cloud
computing are crucial for protecting data, ensuring performance,
and managing risk.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Network and Security in Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research a cloud storage provider (e.g., AWS S3, Google Cloud
Storage, or Dropbox) and write a short report on how they manage
data storage, security, and scalability. Discuss which type of cloud
storage they primarily use (object, block, file) and the benefits of
their approach.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:

o How does cloud storage ensure data security and
accessibility?

o Why is scalability important in cloud storage, and how does
it benefit businesses?

o How does cloud storage provide data redundancy and
backup? Why is this important?

o Inwhich real-world scenarios would object storage be the
best choice, and why?

o What are the key network considerations for cloud
computing? Why are they important?

o What are some common security risks in the cloud, and how can
they be mitigated.

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 13 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Security Considerations in (A)
Cloud

Objectives At the end of the lesson the student shall be able to:

e Understand the key network considerations in cloud computing.

e ldentify security risks and best practices in cloud environments.

e Recognize how cloud providers ensure secure networking and data

protection.
Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating cloud security architectures and network designs
Teaching 1. Introduction (10 minutes)
Development - Start with a question: “What kind of security measures do you

think cloud providers take to protect data from cyber threats?”
- Introduce the importance of network infrastructure and security in
cloud computing to ensure data privacy and availability.

Development (30 minutes)
a. Network Considerations (5 minutes)
b. Security Considerations (25 minutes):
e Data Encryption: Protect data at rest and in transit.
e Identity and Access Management (IAM): Control who
can access cloud resources and data.
e Compliance: Ensuring cloud services meet legal and
regulatory standards (e.g., GDPR, HIPAA).
e Firewalls and Intrusion Detection Systems: Protect
against unauthorized access and threats.
2. Exercise (5 minutes) —
- Ask students to identify common cloud security practices
(e.g., using VPNs, encryption) and discuss how these help
mitigate specific security risks (e.g., data breaches,
unauthorized access).
- Students will summarize the topic discussed.

Closure 1. Summarize: The security and networking aspects of cloud
computing are crucial for protecting data, ensuring performance,
and managing risk.

Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Network and Security in Cloud Computing (coursera):

N
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4. Homework

their approach.

Research a cloud storage provider (e.g., AWS S3, Google Cloud
Storage, or Dropbox) and write a short report on how they manage
data storage, security, and scalability. Discuss which type of cloud
storage they primarily use (object, block, file) and the benefits of

Spend 5 minutes to wrap up and consolidate the learnings.

answer and discuss.
2. Reflective questions can be:
accessibility?

it benefit businesses?

best choice, and why?

they be mitigated.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to

o How does cloud storage ensure data security and

o Why is scalability important in cloud storage, and how does

o How does cloud storage provide data redundancy and
backup? Why is this important?

o Inwhich real-world scenarios would object storage be the

o What are the key network considerations for cloud

computing? Why are they important?
o What are some common security risks in the cloud, and how can

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 14 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Introduction to Cloud Service (A)
Models

Objectives At the end of the lesson the student shall be able to:

e Define the key cloud service models: laaS, PaaS, and SaaS.

e Understand the differences between these service models.

e Recognize the benefits and use cases for each cloud service model.

Teaching a. Interactive Projector

Aids (if any) b. Slides comparing laaS, PaaS, and SaaS with examples

Teaching 1. Introduction (10 minutes)

Development - Start with a question: “How do you think cloud computing
services are delivered to users—what models or approaches
might be used?”

- Explain that cloud computing is typically divided into different
service models that offer different levels of control and
flexibility to users.

- Introduce the three main cloud service models: Infrastructure as
a Service (laaS), Platform as a Service (PaaS), and Software as
a Service (SaaS).

Development (30 minutes)
a. Overview of Cloud Service Models (15 minutes)
e laaS (Infrastructure as a Service):

- Definition: Provides virtualized computing
resources over the internet.

- Example: AWS EC2, Microsoft Azure, Google
Compute Engine.

- Benefits: Full control over infrastructure,
flexible scaling.

- Use Cases: Hosting websites, running
applications, developing and testing
environments.

e PaaS (Platform as a Service):

- Definition: Provides a platform allowing
customers to develop, run, and manage
applications without dealing with
infrastructure.

- Example: Google App Engine, Heroku,
Microsoft Azure App Service.

- Benefits: Focus on coding and deployment
without worrying about infrastructure
management.
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- Use Cases: Developing web apps, mobile apps,
and backend services.

e SaaS (Software as a Service):

- Definition: Provides fully managed software
applications over the cloud, accessible via web
browsers.

- Example: Google Workspace, Microsoft 365,
Salesforce.

- Benefits: No need for installation or
maintenance, easy access from anywhere.

- Use Cases: Email services, collaboration tools,
CRM systems.

b. Comparison of laaS, PaaS, and SaaS (15 minutes):

e Compare each service model in terms of control,
management, and responsibility.

e laaS: You manage everything except the infrastructure
(e.g., virtual machines, storage).

e PaaS: You manage applications and data while the
provider manages everything else (e.g., platform,
servers).

e SaaS: The provider manages everything, and you just
use the software.

e Discuss the advantages and limitations of each model.

2. Exercise (5 minutes) —
- Ask students to match real-world cloud services to the
appropriate service model (e.g., AWS EC2 as laaS, Google
App Engine as PaaS, Microsoft 365 as SaaS).
- Discuss how each service fits into the cloud ecosystem and
what types of users would benefit most from each.

Closure 1. Summarize: The three cloud service models—IaaS, PaaS, and
SaaS—provide varying levels of control, flexibility, and
management, offering businesses and developers tailored solutions
depending on their needs.

Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- How does each cloud service model provide different levels of
control to the user?
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- Why is PaaS suitable for developers and SaaS suitable for end-
users?

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.

2. Reflective questions can be:
o What are the key differences between laaS, PaaS, and
SaaS?
o Why would a business choose laaS over PaaS or SaaS?
o What are some real-world examples of when each cloud
service model might be used?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 15 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Defining Infrastructure as a (A)
Service (laaS)

Objectives At the end of the lesson the student shall be able to:

e Define Infrastructure as a Service (laaS).

e |dentify key features and components of laaS.

e Recognize the benefits and limitations of laaS.

e List examples of real-world laaS providers and use cases.

Teaching a. Interactive Projector

Aids (if any) b. Slides highlighting laaS definition, examples, and use cases
Teaching 1. Introduction (10 minutes)

Development - Start with a scenario:

“Imagine you want to start a tech company but don’t want to
invest in physical servers and data centers. How could cloud
computing help?”

- Briefly introduce Infrastructure as a Service (laaS) as a solution
that eliminates the need for owning physical hardware, allowing
users to rent computing resources.

- Mention that laaS is one of the foundational cloud service
models offering flexibility and scalability.

Development (30 minutes)
a. Key Concepts of laaS (15 minutes)
e Definition:
e Core Components:
- Compute: Virtual machines (VMs) for
processing power.
- Storage: Block storage and object storage
options for data.
- Networking: Virtual networks, load balancers,
and firewalls.
- Additional Services: Auto-scaling, disaster
recovery, and backups.
e Examples:
- Amazon Web Services (AWS EC2)
- Microsoft Azure Virtual Machines
- Google Compute Engine
e Benefits:
- Scalability: Add or remove resources as
needed.
- Cost-effectiveness: Pay only for what you use.
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- Full control over the operating system and
applications.

- Global availability: Access resources from
anywhere.

e Limitations:

- Management complexity: Requires expertise in
configuring and maintaining virtual
environments.

- Security responsibility: Users must ensure their
data is secure.

b. Comparison: laaS vs. Traditional Infrastructure (15
minutes):
e Highlight how laaS minimizes upfront costs and
operational overhead while offering flexibility.
c. Use Cases of laaS
e Examples of where laaS is used:

- Hosting websites and web applications.

- Running virtual labs for development and
testing.

- Big data analysis and machine learning
workloads.

- Disaster recovery and backup solutions.

2. Exercise (5 minutes) —
- Activity: Provide real-world scenarios and ask students to
identify if 1aaS is an appropriate solution. For example:
e Astartup launching an e-commerce platform (Answer:
laaS for hosting).
e A company needing scalable computing for Al
workloads (Answer: laaS for virtual machines).
- Discuss their answers briefly.

n Plan

Closure 1. Summarize:

e laaS provides scalable, on-demand computing resources,
offering users full control over virtual infrastructure without
owning hardware.

e Examples include AWS EC2, Azure VMs, and Google
Compute Engine.

e laaS is suited for businesses requiring flexibility and
scalability.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
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4. Homework
- Define laaS in your own words.
- List two advantages and two limitations of laaS.
- Compare laaS with owning on-premise hardware in terms of
scalability and cost.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:

o  What is laaS, and how is it different from traditional
infrastructure?

o Name two real-world examples of laaS providers and their
use cases.

o Why is laaS ideal for startups and developers?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 16 | Course Name: Cloud Computing Course No.: MCA-402
Topic: laaS workloads (A)

Objectives At the end of the lesson the student shall be able to:

e ldentify various types of workloads suitable for laaS.

e Explain how laaS supports different workloads, including web
hosting, development/testing, and big data processing.

e Recognize the benefits and challenges of running workloads on
laaS.

Teaching Interactive Projector
Aids (if any) b. Slides showcasing different laaS workloads with examples and
case studies

i

Teaching 1. Introduction (10 minutes)
Development - Start with a question:
“Can you think of some computational tasks that businesses
perform online? What resources would they need to accomplish
them?”
- Briefly introduce laaS Workloads as tasks or processes that are
well-suited to run on cloud-based infrastructure.
- Highlight that laaS is ideal for scalable, flexible, and resource-
intensive workloads.
Development (30 minutes)
a. Types of Workloads Suitable for 1aaS (15 minutes)
e Web Hosting and Application Hosting:
- Example: Hosting e-commerce platforms,
blogs, or corporate websites.
- Benefits: Scalability to handle traffic spikes,
high availability.
e Development and Testing Environments:
- Example: Developers creating and testing
applications in isolated environments.
- Benefits: Quickly spin up or down
environments, reducing cost and time.
e Big Data Processing and Analytics:
- Example: Processing large datasets for insights,
running Hadoop or Spark workloads.
- Benefits: On-demand compute resources for
massive-scale data.
e Disaster Recovery and Backup:
- Example: Storing backups or creating failover
environments.
- Benefits: Reduces downtime, ensures business
continuity.
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e High-Performance Computing (HPC):
- Example: Running simulations, scientific
research, machine learning.
- Benefits: Access to powerful compute
resources without owning hardware.
b. Benefits of l1aaS for Workloads (15 minutes):
e Scalability:
Add or remove resources based on workload demand.
e Cost Efficiency:
Pay-as-you-go pricing reduces infrastructure expenses.
o Flexibility:
Easily switch between different configurations for
varying workloads.
e Global Accessibility:
Workloads can be deployed in multiple regions for
lower latency
c. Challenges of Running Workloads on laaS
e Management Complexity:
Users must configure and monitor workloads
properly.
e Security and Compliance:
Responsibility for data protection lies with the
user.
e Vendor Lock-in:
Workloads may depend on a specific
provider’s infrastructure.

2. Exercise (5 minutes) —
e Activity: Provide workload scenarios and ask students
to identify if laaS is suitable. Examples:
- Hosting a company’s website (Answer: Suitable for
laaS).
- Running a database for real-time analytics (Answer:
Suitable for laaS).
- Small-scale document sharing for a team (Answer:
Likely SaaS).
e Discuss their reasoning for each answer.

Closure 1. Summarize:

e laaS supports workloads such as web hosting, app
development, big data processing, disaster recovery, and
high-performance computing.

o It offers scalability, flexibility, and cost efficiency but
requires expertise for workload management.

2. Briefly introduce the next topic.
3. Suggested Reading
Save Paper  Dr. Arun K. Gupta Teaching-Learning Centre

odVE IPBES

Save the World

Please Do Not Print Unless Necessary

Version 1.1



Model Institute of Engineering
> & Technology (Autonomous)

Lesson Plan

Kot Bhalwal, Jammu seessssses s s———

https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
4. Homework
- List five workloads that are ideal for laaS.
- Compare laaS workloads with traditional on-premise workloads
in terms of flexibility and scalability.
- Identify one workload scenario where laaS may not be the best fit and
explain why.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.

2. Reflective questions can be:
o What are the key types of workloads that 1aaS supports?
o Why is laaS ideal for handling high-performance
computing tasks?

o What challenges might businesses face when deploying
workloads on laaS?

Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 17 | Course Name: Cloud Computing Course No.: MCA-402
Topic: laaS Workloads — Pods (A)
Objectives At the end of the lesson the student shall be able to:

e Understand the concept of aggregation in the context of l1aaS
workloads.

e Explain how aggregation of resources enhances scalability and
performance in cloud computing.

e Identify examples of aggregated workloads in laaS environments.
e Discuss the benefits and challenges of workload aggregation.

Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating workload aggregation in cloud environments
Teaching 1. Introduction (10 minutes)

Development

- Start with a question:
“What happens when a single server cannot handle a large
workload? How do you think cloud computing solves this
issue?”’
- Briefly explain the idea of aggregation:
Aggregation refers to combining multiple resources (e.g., virtual
machines, storage, networks) to handle large-scale or complex
workloads.
This is a core feature of laaS platforms to provide scalable and
efficient performance.
Development (30 minutes)
a. What is Aggregation in laaS? (15 minutes)
e Definition:
e How it works?
b. How Pods Handle Workloads (15 minutes):
e Workload Management:
Pods simplify the deployment, scaling, and
management of containerized workloads.
Example: A Pod running a web server and its logging
agent in separate containers.
e Scaling Workloads with Pods:
Pods can be replicated to handle increased demand
(horizontal scaling).
Kubernetes automatically manages the scaling of Pods.
e Resource Allocation:
Pods allow fine-grained control over CPU, memory,
and storage resources for workloads.
e High Availability:
Kubernetes ensures Pods are distributed across nodes
for fault tolerance.
c. Real-World Use Cases of Pods

Dr. Arun K. Gupta Teaching-Learning Centre

Please Do Not Print Unless Necessary

Version 1.1



' Model Institute of Engineering
& Technology (Autonomous)
FUTURE BEGINS HERE.... Lesson Plan

Kot Bhalwal, Jammu seessssses s s———

2. Exercise (5 minutes) —

e Activity: Present real-world scenarios and ask students
to determine how Pods could be used. Examples:
Hosting a web application with a backend API
(Answer: Separate Pods for frontend and backend).
Running a database and a backup agent (Answer: Use
a single Pod with two containers).

e Briefly discuss their responses.

Closure 1. Summarize:

e Pods are essential for managing containerized workloads in
laaS environments.

e They provide scalability, resource efficiency, and fault
tolerance.

o Kubernetes uses Pods to deploy and manage applications
effectively.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Define Pods and their components in your own words.
- Explain why Pods are essential for running workloads on laaS.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are Pods, and how do they manage containers?
o Why is Kubernetes necessary for managing Pods at scale?
o Provide an example of a real-world workload where Pods would
be beneficial.
Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 18 | Course Name: Cloud Computing Course No.: MCA-402

Topic: laaS Workloads — Aggregation (A)

Objectives At the end of the lesson the student shall be able to:
e Understand the concept of aggregation in the context of l1aaS
workloads.
e Explain how aggregation of resources enhances scalability and
performance in cloud computing.
e Identify examples of aggregated workloads in laaS environments.
e Discuss the benefits and challenges of workload aggregation.
Teaching a. Interactive Projector
Aids (if any) b. Slides illustrating workload aggregation in cloud environments
Teaching 1. Introduction (10 minutes)

Development

- Start with a question:
“What happens when a single server cannot handle a large
workload? How do you think cloud computing solves this
issue?”’
- Briefly explain the idea of aggregation:
Aggregation refers to combining multiple resources (e.g., virtual
machines, storage, networks) to handle large-scale or complex
workloads.
This is a core feature of laaS platforms to provide scalable and
efficient performance.
Development (30 minutes)
a. What is Aggregation in laaS? (15 minutes)
e Definition:
e How it works?
b. How Pods Handle Workloads (15 minutes):
e Workload Management:
Pods simplify the deployment, scaling, and
management of containerized workloads.
Example: A Pod running a web server and its logging
agent in separate containers.
e Scaling Workloads with Pods:
Pods can be replicated to handle increased demand
(horizontal scaling).
Kubernetes automatically manages the scaling of Pods.
e Resource Allocation:
Pods allow fine-grained control over CPU, memory,
and storage resources for workloads.
e High Availability:
Kubernetes ensures Pods are distributed across nodes
for fault tolerance.
c. Real-World Use Cases of Pods
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2. Exercise (5 minutes) —

e Activity: Present real-world scenarios and ask students
to determine how Pods could be used. Examples:
Hosting a web application with a backend API
(Answer: Separate Pods for frontend and backend).
Running a database and a backup agent (Answer: Use
a single Pod with two containers).

e Briefly discuss their responses.

Closure 1. Summarize:

e Pods are essential for managing containerized workloads in
laaS environments.

e They provide scalability, resource efficiency, and fault
tolerance.

o Kubernetes uses Pods to deploy and manage applications
effectively.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Define Pods and their components in your own words.
- Explain why Pods are essential for running workloads on laaS.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are Pods, and how do they manage containers?
o Why is Kubernetes necessary for managing Pods at scale?
o Provide an example of a real-world workload where Pods would
be beneficial.
Spend 5 minutes to evaluate student assimilation of the lesson contents.
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Lesson Plan No. 19 | Course Name: Cloud Computing Course No.: MCA-402

Topic: Defining Platform as a Service (A)

Objectives

At the end of the lesson the student shall be able to:

e Define Platform as a Service (PaaS) and understand its
components.

e Identify the key features and benefits of using PaasS.

e Compare PaaS with other cloud computing models (laaS and
SaaS).

e Understand the real-world applications of PaaS in business and
technology.

Teaching
Aids (if any)

Interactive Projector
Slides illustrating the architecture of PaaS.

o

Teaching
Development

1. Introduction (10 minutes)
- What is PaaS?
Platform as a Service (PaaS) is a cloud computing service model
that provides a platform for customers to develop, run, and
manage applications without dealing with the infrastructure.
It offers hardware, software, and a variety of tools to help
developers build applications.
- Key Components:
Development tools, operating systems, databases, middleware,
and other services for application deployment.
Development (30 minutes)
a. Key Features of PaaS? (15 minutes)
e Application Development and Deployment:
e Automatic Scalability:
e Multi-Tenant Environment:
e Managed Services:
b. Benefits of PaaS (15 minutes):
e Cost-Effective:
e PaasS reduces the need for investing in physical
hardware and software infrastructure.
e Speed and Agility:
Developers can quickly deploy applications without
worrying about maintaining underlying infrastructure.
Focus on Core Activities:
Developers focus more on coding and developing
business logic, leaving maintenance and infrastructure
management to the cloud provider.
c. PaaS vs. laaS and SaaS (15 minutes):
e laaS (Infrastructure as a Service):
Provides virtualized computing resources over the
internet. Users manage the operating system,
applications, and data.
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e SaaS (Software as a Service):
Provides software applications via the internet,
managed entirely by the service provider.

e PaaS:
Focuses on providing a platform for application
development, leaving infrastructure management to the
cloud provider.

2. Exercise (5 minutes) —

e What are the key components that make up Platform as
a Service (PaaS)?

e Explain the main differences between PaaS, laaS, and
SaaS.

e How does PaaS benefit developers in terms of speed
and scalability?

Closure 1. Summarize:

e PaaS is a cloud service model that simplifies application
development and deployment, providing tools and managed
services.

e It offers scalability, cost-effectiveness, and speed for
developers to create, test, and deploy applications.

o PaaS is different from laaS and SaaS by offering a
development platform rather than infrastructure or software.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- List the advantages of using PaaS over traditional infrastructure
models for software development.

- Research a popular PaaS provider (e.g., Google App Engine,
AWS Elastic Beanstalk) and summarize its features and services.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does PaaS simplify application deployment compared
to traditional on-premises solutions?
o What are the potential challenges a business might face
when using Paa$S for its applications?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 20 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Defining Software as a Service | (A)

Objectives At the end of the lesson the student shall be able to:

e Define Software as a Service (SaaS) and understand its role in
cloud computing.

e Identify the key features and benefits of SaaS.

e Compare SaaS with other cloud service models (laaS and PaaS).

e Understand real-world examples and applications of SaaS in
business and technology.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining the SaaS model.
Teaching 1. Introduction (10 minutes)
Development - What is SaaS?

- Software as a Service (SaaS) is a cloud computing service model
where software applications are provided over the internet on a
subscription basis.

- Users can access and use the software via a web browser without
worrying about installation, maintenance, or updates.

Development (30 minutes)
a. Key Features of SaaS (15 minutes)
e Hosted on the Cloud:
e Accessible via Web Browser:
Users can access SaaS applications from any device
with an internet connection.
Subscription-Based Model:
Automatic Updates and Maintenance:
The software is automatically updated by the provider,
ensuring users always have the latest version.
b. Benefits of SaaS (15 minutes):
e Cost-Efficiency:
e Scalability:
e Accessibility:
e Security:
c. SaaSvs. laaS and PaaS (15 minutes):
e laaS (Infrastructure as a Service):
Provides virtualized computing resources, such as
servers and storage, but the user manages the software.
e PaaS (Platform as a Service):
Provides a platform for application development but
leaves software and infrastructure management to the
user.
e SaaS:
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Provides complete software applications that are
accessed via the cloud, with no need for user
management of infrastructure or platforms.
2. Exercise (5 minutes) —
e What are the primary benefits of using SaaS for businesses?
e Explain how SaaS differs from laaS and PaasS.
e How does SaaS provide scalability for businesses?

Closure 1. Summarize:

e SaaS is a cloud service model that delivers software
applications over the internet, with no need for users to
manage infrastructure or software updates.

e It is cost-effective, scalable, and accessible, making it a
popular choice for businesses looking for easy access to
software.

e SaaS is distinct from laaS and PaaS by offering complete
software solutions rather than platforms or infrastructure.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Describe the key differences between SaaS and traditional
software applications installed on a local machine.

- Research and describe a popular SaaS application (e.g., Dropbox,
Salesforce), outlining its features and benefits for businesses.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does SaaS help businesses reduce costs and simplify
software management?
o What are the potential challenges of adopting SaaS in an
organization?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 21 | Course Name: Cloud Computing Course No.: MCA-402
Topic: SaaS characteristics (A)

Objectives At the end of the lesson the student shall be able to:
e Understand the key characteristics of Software as a Service (SaaS).
e ldentify how SaaS characteristics make it a popular choice for

businesses.
e Discuss the implications of these characteristics for businesses and
users.
Teaching a. Interactive Projector
Aids (if any) b. Slides showcasing the characteristics of SaaS with examples.
Teaching 1. Introduction (10 minutes)
Development - What is SaaS?

- Software as a Service (SaaS) is a cloud computing service model
where software applications are provided over the internet on a
subscription basis.

- Users can access and use the software via a web browser without
worrying about installation, maintenance, or updates.

Development (30 minutes)
a. Key Characteristics of SaaS (10 minutes)
Multitenancy:
Accessibility via the Internet:
Automatic Updates:
Scalability and Flexibility:
Subscription-Based Pricing:
e Managed Infrastructure:
b. Business Implications of SaaS Characteristics (10 minutes):
e Cost-Efficiency:
Since SaaS eliminates the need for on-premises
infrastructure, businesses can save on upfront costs
and maintenance expenses.
e Reduced IT Overhead:
SaasS allows businesses to outsource software
management, reducing the burden on IT teams for
updates, patches, and infrastructure management.
e Increased Collaboration:
Accessibility from any location promotes collaboration
among team members, especially in distributed or
remote work environments.
c. SaaS vs. laaS and PaaS (10 minutes):
e laaS (Infrastructure as a Service):
Provides virtualized computing resources, such as
servers and storage, but the user manages the software.
e PaaS (Platform as a Service):
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Provides a platform for application development but
leaves software and infrastructure management to the
user.
e SaaS:
Provides complete software applications that are
accessed via the cloud, with no need for user
management of infrastructure or platforms.
2. Exercise (5 minutes) —
e What does "multitenancy™ mean in the context of SaaS, and
how does it benefit businesses?
e Explain how SaaS’s subscription-based pricing model offers
flexibility to businesses.
e How does the automatic update characteristic of SaaS impact
the user experience?

Closure 1. Summarize:

e SaaS characteristics, such as multitenancy, accessibility,
automatic updates, scalability, and subscription pricing,
make it a flexible and cost-effective option for businesses.

e These characteristics allow businesses to focus on core
activities while leaving software maintenance, updates, and
infrastructure management to the service provider.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- How does SaaS ensure that businesses don’t have to worry about
software maintenance?

- Discuss how the scalability characteristic of SaaS benefits a
growing business.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the potential challenges of relying on SaaS for a
business, considering its characteristics?
o How does the subscription model of SaaS benefit both
businesses and individual users?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 22 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Open SaaS (A)

Objectives At the end of the lesson the student shall be able to:
e Define Open SaaS and understand its role in cloud computing.
Identify the key characteristics and benefits of Open SaasS.

e Compare Open SaaS with traditional SaaS solutions.

e Understand real-world applications and examples of Open SaaS.
Teaching a. Interactive Projector
Aids (if any) b. Slides explaining Open SaaS with diagrams and examples.
Teaching 1. Introduction (10 minutes)
Development - What is Open SaaS?

Open SaaS (Open Source Software as a Service) refers to
software solutions delivered as a service, built on open-source
platforms or frameworks.

- Combines the advantages of SaaS (ease of use, cloud delivery)
with the flexibility and transparency of open-source software.
Examples of Open SaaS:

WordPress.com (website building).
OpenCart (e-commerce platform).
Development (30 minutes)
a. Key Characteristics of SaaS (10 minutes)
Multitenancy:
Accessibility via the Internet:
Automatic Updates:
Scalability and Flexibility:
Subscription-Based Pricing:
e Managed Infrastructure:
b. Benefits of Open SaaS (10 minutes):
e Flexibility and Control:
Users can customize and extend the software to meet
unique business needs.
e No Vendor Lock-In:
Users retain control over the software and data,
reducing dependency on a single vendor.
e Innovation through Collaboration:
The open-source community fosters innovation,
contributing to the rapid evolution of Open SaaS
solutions.
e Scalability:
Open SaaS solutions are designed to grow with the
business, allowing easy scalability.
c. Open SaaS vs. Traditional SaaS (10 minutes):
e Customization: High (source code available)
Limited
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e Community Support: Strong (open-source
contributors) Vendor-based support
2. Exercise (5 minutes) —
e What are the key benefits of Open SaaS compared to
traditional SaaS solutions?
e Discuss how Open SaaS supports flexibility and control for

businesses.
e Name an example of Open SaaS and explain its use case.
Closure 1. Summarize:

e Open SaaS combines the advantages of SaaS with the
flexibility of open-source software.

e It provides customizability, scalability, and reduced vendor
dependency, making it an attractive option for businesses
with specific needs.

e Examples like WordPress.com and OpenCart demonstrate
how Open SaaS is used in website development, e-
commerce, and more.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research a business using Open SaaS and describe how it
benefits from the solution.

- Discuss the challenges businesses might face when adopting
Open SaaS.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does Open SaaS help businesses avoid vendor lock-
in?
o What industries are most likely to benefit from Open SaaS
solutions?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan

Lesson Plan No. 23 | Course Name: Cloud Computing Course No.: MCA-402
Topic: SOA - Salesforce.com (A)
Objectives At the end of the lesson the student shall be able to:

e Understand the relationship between Service-Oriented Architecture
(SOA) and Salesforce.com.

e Explain how Salesforce.com applies SOA principles.

o ldentify key features and components of Salesforce.com in the

context of SOA.
e Explore real-world use cases of Salesforce.com as a leading cloud-
based CRM.
Teaching a. Interactive Projector
Aids (if any) b. Slides covering SOA and Salesforce.com architecture.
Teaching 1. Introduction (10 minutes)

Development

- What is SOA?
Service-Oriented Architecture (SOA) is a software design
approach where services are reusable, loosely coupled, and
communicate over a network.
SOA emphasizes modularity, reusability, and interoperability.
- What is Salesforce.com?
A cloud-based Customer Relationship Management (CRM)
platform.
Enables businesses to manage customer interactions, sales,
marketing, and analytics on a single platform.
Development (30 minutes)
a. Salesforce.com and SOA Principles (10 minutes)
e Service Reusability:
e Loose Coupling:
e Scalability and Flexibility:
b. Key Features of Salesforce.com in SOA Context (10
minutes):
e APIs:
Salesforce provides REST and SOAP APIs to allow
developers to interact with its services
programmatically.
Example: Using REST API to retrieve customer data
from Salesforce.
e Platform as a Service (PaaS):
The Salesforce Platform (formerly Force.com) allows
businesses to build and deploy custom applications
that align with SOA principles.
e Multi-Tenancy:
Multiple users (tenants) share the same infrastructure,
reducing costs while maintaining data security and
customization.
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e Automation Tools:
Tools like Process Builder and Flow help businesses
automate workflows, supporting modular and reusable
processes.
c. Real-World Use Cases of Salesforce.com (10 minutes):
e Customer Relationship Management:
Streamlining customer interactions and tracking sales
opportunities.
e Marketing Campaigns:
Managing and automating marketing campaigns via
Marketing Cloud.
e Analytics and Reporting:
Generating insights using Al-powered tools like
Einstein Analytics.
e Third-Party Integration:
Integrating with payment gateways, ERP systems, and
other tools to create a unified service ecosystem.
2. Exercise (5 minutes) —
e How does Salesforce.com adhere to SOA principles like
reusability and loose coupling?
e What role do APIs play in making Salesforce.com
interoperable with other systems?
e Provide an example of how a business might use
Salesforce.com to streamline sales and marketing processes.

Closure 1. Summarize:
e Salesforce.com is a leading example of how SOA principles
are implemented in cloud-based services.
e It offers modular, scalable, and interoperable solutions for
CRM, marketing, and analytics.
e Businesses benefit from reusable services, APIs, and
seamless integration capabilities.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

- Research how Salesforce.com uses APIs to integrate with other
platforms and write a short report.
- Compare Salesforce.com with another CRM solution, focusing
on how both use SOA principles.
Spend 5 minutes to wrap up and consolidate the learnings.
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Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does Salesforce.com’s multi-tenancy model benefit
businesses?
o Why is interoperability an essential feature of
Salesforce.com in the context of SOA?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 24 | Course Name: Cloud Computing Course No.: MCA-402
Topic: CRM SaaS (Customer (A)
Relationship Management - Software as
a Service)

Objectives At the end of the lesson the student shall be able to:

e Define CRM SaaS and understand its significance in modern
business.

e Explain the key features and benefits of CRM delivered as a SaaS
solution.
Identify popular CRM SaaS platforms and their use cases.
Understand the role of CRM SaaS in customer management and
business growth.

Teaching a. Interactive Projector

Aids (if any) b. Slides illustrating IDaaS concepts and architecture.
Teaching 1. Introduction (10 minutes)

Development - What is CRM SaaS?

CRM (Customer Relationship Management) SaaS is a cloud-
based software model where CRM tools and services are
delivered via the internet on a subscription basis.
Helps businesses manage customer relationships, track
interactions, and improve customer satisfaction.
- Importance of CRM SaaS:
Enables real-time access to customer data from anywhere.
Reduces IT infrastructure costs as the service is hosted in the
cloud.
Scales easily with growing business needs.
Development (30 minutes)
a. Key Features of CRM SaaS (10 minutes)
e Contact Management:
Stores and organizes customer information like contact
details, purchase history, and communication records.
e Sales Management:
Tracks sales pipelines, manages leads, and forecasts
sales.
e Marketing Automation:
Automates marketing campaigns, email marketing, and
customer segmentation.
e Customer Support:
Tracks customer support tickets and provides insights
into customer satisfaction.
e Analytics and Reporting:
Generates reports on sales performance, customer
trends, and KPIs.
b. Benefits of CRM SaaS (10 minutes):
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e Cost-Efficient:
No need for on-premises hardware; reduces upfront
investment.
e Accessibility:
Accessible from any device with an internet
connection.
e Scalability:
Adapts to the changing size and needs of the business.
e Integration Capabilities:
Easily integrates with other tools like email, ERP
systems, or e-commerce platforms.
e Regular Updates:
Service providers deliver automatic updates, ensuring
access to the latest features.
c. Popular CRM SaaS Platforms (10 minutes):
e Salesforce CRM:
Leading CRM SaaS platform for managing sales,
marketing, and customer support.
e HubSpot CRM:
Free and user-friendly CRM for startups and small
businesses.
Zoho CRM:
Offers affordable solutions with a focus on Al-driven
insights.
e Microsoft Dynamics 365:
2. Exercise (5 minutes) —
e What are the main advantages of using a CRM SaaS platform
for businesses?
e Compare two CRM SaaS platforms and identify their key
differences.
e Describe a scenario where CRM SaaS could significantly
improve business operations.

Closure 1. Summarize:

e CRM SaaS enables businesses to manage customer
relationships effectively with cloud-based tools.

e Its features like contact management, sales tracking, and
marketing automation streamline operations and improve
decision-making.

e Popular platforms like Salesforce and HubSpot demonstrate
the versatility of CRM SaaS across industries.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
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4. Homework
- Research a business that uses CRM Saa$S and describe how it has
improved their operations.
- Discuss the challenges businesses might face when adopting
CRM SaasS platforms.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does CRM SaaS improve customer satisfaction and
retention?
o Why is accessibility an essential feature of CRM SaaS?
o Can CRM SaaS solutions be tailored to different industries?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 25 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Defining Identity as a Service (A)
(IDaaS)

Objectives At the end of the lesson the student shall be able to:

e Define Identity as a Service (IDaaS) and understand its core
purpose.

e Explain how IDaaS provides secure access management for cloud
and enterprise applications.

e ldentify the key features of IDaaS platforms.

e Understand the significance of IDaaS in managing identity and
access in modern cloud environments.

Teaching a. Interactive Projector

Aids (if any) b. Slides illustrating IDaaS concepts and architecture.
Teaching 1. Introduction (10 minutes)

Development - What is Identity as a Service (IDaaS)?

A cloud-based solution for managing user identities and access
to applications and systems.
Ensures secure authentication, authorization, and identity
management in a centralized manner.
- Why is IDaaS Important?
Protects sensitive data by enforcing strict access controls.
Simplifies user management for businesses with diverse
applications.
Reduces security risks like unauthorized access and data
breaches.
Development (30 minutes)
a. Key Features of IDaaS (10 minutes)
« Single Sign-On (SSO):
Allows users to log in once and access multiple
applications seamlessly.
e Example: Logging into Google Workspace to access
Gmail, Drive, and Meet.
» Multi-Factor Authentication (MFA):
Adds an extra layer of security by requiring users to
verify their identity through multiple methods (e.g.,
password + OTP).
* Identity Governance:
Provides tools for managing user roles, permissions,
and access policies.
« Directory Services Integration:
Integrates with on-premises directories like Active
Directory or LDAP for seamless identity management.
+ Access Analytics:
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e Monitors and generates reports on access patterns to
detect anomalies or potential security threats.

b. Benefits of IDaaS (10 minutes):

e Enhanced Security:
Centralized control reduces the risk of unauthorized
access.

e Cost Efficiency:
Eliminates the need for maintaining on-premises
identity management systems.

e Scalability:
Adapts to the growing needs of businesses.

e Compliance:
Helps organizations meet regulatory requirements like
GDPR, HIPAA, etc.

e User Experience:
Simplifies login processes, improving productivity and
user satisfaction.

c. Examples of IDaaS Platforms (10 minutes):

e Okta:
Leading IDaasS platform providing SSO, MFA, and
identity governance.

e Microsoft Azure AD:
Integrates with Microsoft’s cloud services and offers
robust identity management.

e Ping Identity:
Specializes in identity security and access management

2. Exercise (5 minutes) —

e What is the primary function of IDaaS in cloud computing?

e Explain how Single Sign-On (SSO) simplifies access
management for users.

e List three benefits of integrating IDaaS into an organization’s
IT ecosystem.

Closure 1. Summarize:

e |DaaS isa cloud-based service for managing identities and
access securely.

e Features like SSO, MFA, and access analytics make IDaaS
an essential component of modern IT infrastructure.

e Popular platforms like Okta and Microsoft Azure AD
demonstrate the versatility and scalability of IDaaS
solutions.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
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4. Homework
- Research a real-world case study where IDaaS has enhanced
security for a business.
- Compare and contrast IDaaS with traditional identity
management systems.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o Why is Multi-Factor Authentication (MFA) a critical
component of IDaaS?
o How does IDaaS improve compliance with data protection
regulations?
o Can IDaaS platforms be used across different industries?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 26 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Identity as a Service (IDaaS) - (A)
Identity Authorization Markup
Languages

Objectives At the end of the lesson the student shall be able to:

o Define identity authorization markup languages and their
significance in IDaaS.

e Explain the role of XML-based languages in identity management
and authorization processes.

e Understand key markup languages like SAML, XACML, and
OAuth.

e Identify real-world applications of authorization markup languages
in securing cloud-based systems.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining authorization markup languages with diagrams.
Teaching 1. Introduction (10 minutes)

Development -+ What are Identity Authorization Markup Languages?

- XML-based standards used to describe and manage identity
information, access permissions, and authorization requests.
- Essential for enabling secure communication between identity
providers (1dPs) and service providers (SPs).
-+ Importance in IDaaS:
Provides a standardized framework for managing authentication
and authorization across platforms.
Ensures seamless and secure identity federation in cloud
environments.
Development (30 minutes)
a. Key Markup Languages (10 minutes)
e + SAML (Security Assertion Markup Language):
e Used for exchanging authentication and authorization
data between IdPs and SPs.
Common in Single Sign-On (SSO) implementations.
Components: Assertions, Protocols, Bindings.
Example Use Case:
Logging into multiple cloud applications with one set
of credentials.
e + XACML (eXtensible Access Control Markup
Language):
Focuses on access control policies.

Allows organizations to define and enforce detailed
access rules.

e Example Use Case:

e Granting or denying access to specific resources based
on user roles.
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» OAuth (Open Authorization Protocol):
Though not XML-based, it's widely used for token-
based authentication.
e Allows third-party applications to access resources
without exposing user credentials.
Example Use Case:
Allowing a mobile app to access user data stored on a
social media platform.
b. Benefits of Authorization Markup Languages (10 minutes):
e * Interoperability:
e Ensures seamless integration between different
systems and platforms.

e - Scalability:

e Handles growing numbers of users and services
efficiently.
* Security:

Reduces the risk of unauthorized access with
standardized protocols.
* Policy Management:
Centralized control over identity and access
management policies.
c. Real-World Applications (10 minutes):
e + Healthcare:
e Ensuring secure access to electronic medical records
(EMRs).
« E-commerce:
Verifying user identities during online transactions.
« Banking:
Authorizing secure online banking operations.
2. Exercise (5 minutes) —
e What is the primary purpose of SAML in identity
management?
e Compare XACML and OAuth in terms of their focus and
functionality.
e Describe areal-world scenario where authorization markup
languages enhance security.

Closure 1. Summarize:

e Identity authorization markup languages like SAML and
XACML enable secure authentication and authorization
processes.

e They play a crucial role in IDaaS by standardizing identity
management workflows.

o Real-world applications span industries like healthcare,
banking, and e-commerce.

2. Briefly introduce the next topic.
3. Suggested Reading
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https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
4. Homework
- Research and write about a company using SAML for identity
management.
- Discuss how OAuth differs from SAML and where each is best

suited.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does SAML facilitate Single Sign-On (SSO) in cloud
environments?
o Why is XACML better suited for detailed access control
policies?
o Can OAuth completely replace XML-based markup
languages? Why or why not?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 27 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Identity Authorization Markup (A)
Languages

Objectives At the end of the lesson the student shall be able to:

e Define identity authorization markup languages and their
significance in IDaaS.

e Explain the role of XML-based languages in identity management
and authorization processes.

e Understand key markup languages like SAML, XACML, and
OAuth.

e Identify real-world applications of authorization markup languages
in securing cloud-based systems.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining authorization markup languages with diagrams.
Teaching 1. Introduction (10 minutes)

Development -+ What are Identity Authorization Markup Languages?

- XML-based standards used to describe and manage identity
information, access permissions, and authorization requests.
- Essential for enabling secure communication between identity
providers (IdPs) and service providers (SPs).
-« Importance in IDaaS:
Provides a standardized framework for managing authentication
and authorization across platforms.
Ensures seamless and secure identity federation in cloud
environments.
Development (30 minutes)
a. Key Markup Languages (10 minutes)
e + SAML (Security Assertion Markup Language):
e Used for exchanging authentication and authorization
data between IdPs and SPs.
Common in Single Sign-On (SSO) implementations.
Components: Assertions, Protocols, Bindings.
Example Use Case:
Logging into multiple cloud applications with one set
of credentials.
e + XACML (eXtensible Access Control Markup
Language):
e Focuses on access control policies.
e Allows organizations to define and enforce detailed
access rules.
Example Use Case:
Granting or denying access to specific resources based
on user roles.
» OAuth (Open Authorization Protocol):
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e Though not XML-based, it's widely used for token-
based authentication.
e Allows third-party applications to access resources
without exposing user credentials.
Example Use Case:
Allowing a mobile app to access user data stored on a
social media platform.
b. Benefits of Authorization Markup Languages (10 minutes):
* Interoperability:
e Ensures seamless integration between different
systems and platforms.
+ Scalability:
Handles growing numbers of users and services
efficiently.
* Security:
Reduces the risk of unauthorized access with
standardized protocols.
* Policy Management:
Centralized control over identity and access
management policies.
c. Real-World Applications (10 minutes):
e  Healthcare:
e Ensuring secure access to electronic medical records
(EMRS).
» E-commerce:
Verifying user identities during online transactions.
+ Banking:
Authorizing secure online banking operations.
2. Exercise (5 minutes) —
e What is the primary purpose of SAML in identity
management?
e Compare XACML and OAuth in terms of their focus and
functionality.
e Describe areal-world scenario where authorization markup
languages enhance security.

Closure 1. Summarize:

e Identity authorization markup languages like SAML and
XACML enable secure authentication and authorization
processes.

e They play a crucial role in IDaaS by standardizing identity
management workflows.

o Real-world applications span industries like healthcare,
banking, and e-commerce.

2. Briefly introduce the next topic.
3. Suggested Reading
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https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
https://www.coursera.org/learn/introduction-to-cloud
4. Homework
- Research and write about a company using SAML for identity
management.
- Discuss how OAuth differs from SAML and where each is best

suited.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o How does SAML facilitate Single Sign-On (SSO) in cloud
environments?
o Why is XACML better suited for detailed access control
policies?
o Can OAuth completely replace XML-based markup
languages? Why or why not?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 28 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Overview of Security Issues (A)

Objectives At the end of the lesson the student shall be able to:

e Define security issues in cloud computing and their impact on
organizations.

e Explain key security challenges such as data breaches, identity
management risks, and insecure APIs.

e Understand threats like DDoS attacks, insider threats, and data
leakage in cloud environments.

e Identify best practices and security measures to mitigate cloud
security risks.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining cloud security threats and countermeasures with
diagrams.

Teaching 1. Introduction (10 minutes)

Development - What are Security Issues in Cloud Computing?

Security risks associated with storing, processing, and
transmitting data in cloud environments.
Concerns related to data confidentiality, integrity, and
availability (CIA triad).
Challenges due to shared resources, remote access, and multi-
tenancy in the cloud.
- Importance of Security in Cloud Computing:
Protects sensitive data from cyber threats and unauthorized
access.
Maintains business continuity and trust in cloud services.
Development (30 minutes)
a. Common Cloud Security Issues (10 minutes)
e Data Security & Privacy Concerns
Risk of data breaches and unauthorized access.
Compliance challenges with data protection laws.
e Identity & Access Management (IAM) Issues
Weak authentication mechanisms and privilege
escalation attacks.
Misconfigured 1AM roles leading to security gaps.
e Insecure APIs & Interfaces
API vulnerabilities exposing sensitive data.
Insufficient encryption and authentication in API
communications.
e Virtualization Security Challenges
Hypervisor vulnerabilities and VM escape attacks.
b. Major Cloud Threats (10 minutes):
e Malware and Ransomware Attacks
Cloud-hosted malware propagation risks.
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e Denial of Service (DoS) & Distributed Denial of
Service (DDoS) Attacks
Overloading cloud resources to cause downtime.

e Insider Threats & Social Engineering
Employees or vendors misusing access rights.

e Man-in-the-Middle (MITM) Attacks
Eavesdropping and interception of cloud data in
transit.

e Data Loss & Leakage
Accidental or malicious deletion of sensitive
information.

c. Security Measures & Best Practices (10 minutes):

e Data Encryption & Secure Communication
Encrypting data at rest and in transit.

e Multi-Factor Authentication (MFA) & Role-Based
Access Control (RBAC)

Strengthening user authentication and access control.

e Cloud Security Monitoring & Threat Detection
Continuous auditing and anomaly detection in cloud
environments.

e Backup & Disaster Recovery Plans
Ensuring business continuity through proper backup
strategies.

e Use of Security Standards & Compliance Frameworks
Implementing guidelines from CSA, NIST, and
OWASP.

2. Exercise (5 minutes) —
e What are the top three security risks in cloud computing?
e How does IAM help mitigate security threats in the cloud?
e Describe a real-world example of a cloud security breach and
its consequences.

Closure 1. Summarize:

e Cloud security is critical due to data privacy, identity
management, and infrastructure risks.

e Common threats include data breaches, insider threats,
insecure APIs, and DDoS attacks.

e Security best practices include encryption, MFA, IAM
policies, and compliance adherence.

o Organizations must adopt proactive security measures to
protect cloud assets.

2. Briefly introduce the next topic.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Service Models (coursera):
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https://www.coursera.org/learn/introduction-to-cloud
4. Homework

- Research a case study on a major cloud security breach and
analyze its impact.

- Compare encryption techniques used in cloud storage security.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What is the biggest challenge in cloud security today?
o Why are insider threats a growing concern in cloud
environments?

o Can cloud providers be held fully responsible for security
breaches? Why or why not?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 29 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Infrastructure Security: (A)

Objectives At the end of the lesson the student shall be able to:

e Define infrastructure security and its importance in cloud
environments.

e Explain key security challenges in cloud infrastructure, including
network, storage, and compute security.

e Understand common threats like DDoS attacks, VM vulnerabilities,
and insecure APIs.
o ldentify best practices and strategies to secure cloud infrastructure.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining cloud infrastructure security concepts with

diagrams

Teaching 1. Introduction (10 minutes)

Development - What is Infrastructure Security in Cloud Computing?
Protection of cloud-based networks, servers, data storage, and
applications.

Ensuring availability, integrity, and confidentiality of cloud
resources.
Securing different cloud service models (laaS, PaaS, SaaS).

- Importance of Infrastructure Security:
Prevents unauthorized access and data breaches.
Ensures business continuity and compliance with security
standards.
Mitigates risks associated with shared resources and multi-
tenancy.

Development (30 minutes)

a. Key Security Challenges in Cloud Infrastructure (10
minutes)
e Network Security Issues
Insecure APIs and endpoints.
Distributed Denial of Service (DDoS) attacks.
e Virtualization & Compute Security
Hypervisor vulnerabilities.
Virtual Machine (VM) escape attacks.
e Storage Security Concerns
Data leakage due to misconfigurations.
Unauthorized access to cloud storage.
b. Common Cloud Infrastructure Threats (10 minutes):
e Denial of Service (DoS) & Distributed Denial of
Service (DDoS) Attacks
Overloading cloud resources to cause downtime.
e Man-in-the-Middle (MITM) Attacks
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Interception of data during transmission.
e Malware & Ransomware Attacks
Infecting cloud servers to demand ransom.
e Insider Threats & Misconfigurations
Employees misusing access permissions.
c. Best Practices for Securing Cloud Infrastructure (10
minutes):
e Network Security Measures
Implementing firewalls and Intrusion Detection
Systems (IDS).
Using Virtual Private Cloud (VPC) for secure
communication.
e Compute & Virtualization Security
Regular patching and updating of hypervisors.
Using hardened virtual machines and containers.
e Storage Security Strategies
Encrypting data at rest and in transit.
Configuring IAM policies for access control.
2. Exercise (5 minutes) —
e Why is infrastructure security critical in cloud computing?
e How do hypervisor vulnerabilities pose a security risk?
e Describe a real-world example of a cloud security breach due
to misconfiguration.

Closure 1. Summarize:

e Cloud infrastructure security is essential to protect cloud
networks, compute resources, and storage.

e Key challenges include DDoS attacks, VM vulnerabilities,
insider threats, and compliance issues.

e Security best practices include network segmentation, IAM
policies, encryption, and regular security audits.Briefly
introduce the next topic.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

- Research and write about a cloud provider’s approach to
infrastructure security (e.g., AWS, Azure, Google Cloud).

- Compare cloud network security measures with traditional on-
premise network security.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
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2. Reflective questions can be:
o What are the primary security challenges in cloud
infrastructure?
o Why is encryption important in cloud storage security?
o Who is responsible for securing infrastructure in different
cloud service models?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 30 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Network Level Security (A)

Objectives At the end of the lesson the student shall be able to:

e Define network-level security and its importance in cloud
environments.

e Explain common network security threats in cloud computing.

e Understand key security measures such as firewalls, VPN,
IDS/IPS, and DDoS protection.

o |dentify best practices to enhance network security in cloud

infrastructure.
Teaching a. Interactive Projector
Aids (if any) b. Slides explaining network security concepts with diagrams
Teaching 1. Introduction (10 minutes)
Development - What is Network Level Security in Cloud Computing?

Protecting cloud networks from unauthorized access, attacks,
and data breaches.
Ensuring secure communication between cloud services and
users.
Mitigating risks associated with public, private, and hybrid cloud
networks.
- Importance of Network Security in Cloud Computing:
Prevents cyber threats such as DDoS, MITM, and unauthorized
access.
Ensures data confidentiality, integrity, and availability.
Maintains compliance with security regulations and industry
standards.
Development (30 minutes)
a. Common Network Security Threats (10 minutes)
e Denial of Service (DoS) & Distributed Denial of
Service (DDoS) Attacks
Flooding cloud networks with excessive requests to
disrupt services.
e Man-in-the-Middle (MITM) Attacks
Interception of data during transmission.
e Packet Sniffing & Eavesdropping
Capturing sensitive network traffic.
e Unauthorized Access & Insider Threats
Exploiting weak authentication mechanisms.
b. Key Network Security Measures (10 minutes):
e Firewalls & Intrusion Detection/Prevention Systems
(IDS/1PS)
Firewalls filter incoming/outgoing traffic based on
security rules.
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IDS detects and alerts on suspicious activities, while
IPS prevents attacks.

e Virtual Private Network (VPN) & Secure Tunneling
Encrypts data transmission to ensure secure
communication.

e DDoS Protection Mechanisms
Cloud-based DDoS mitigation services (AWS Shield,
Cloudflare).

e Network Access Control (NAC) & Zero Trust Model
Restricts access based on user identity and security
policies.

e Secure API Gateways & Encryption
Protects API endpoints from attacks.

Uses TLS/SSL encryption for secure data transfer.
c. Best Practices for Securing Cloud Networks (10 minutes):

e Implement strong authentication mechanisms (Multi-
Factor Authentication).

Regularly update firewall and IDS/IPS configurations.
Monitor network traffic and perform security audits.
Apply network segmentation to isolate sensitive
resources.

e Use end-to-end encryption for data in transit.

2. Exercise (5 minutes) —
e What is the role of a firewall in network security?
e How does VPN help secure cloud network communication?
e Describe a real-world cloud security incident caused by
network vulnerabilities.

Closure 1. Summarize:

e Network security is essential to protect cloud-based
communication and prevent cyber threats.

e Kaey threats include DDoS attacks, MITM attacks,
unauthorized access, and API vulnerabilities.

e Security measures like firewalls, VPNs, IDS/IPS, and
encryption help secure cloud networks.

e Best practices include strong authentication, network
monitoring, and regular security audits.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

- Research a case study on a major network security breach in the
cloud.
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- Compare traditional network security with cloud network
security.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the key differences between IDS and IPS?
o Why is network segmentation important in cloud security?
o Who is responsible for securing network infrastructure in
cloud environments?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 31 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Host Level Security (A)

Objectives At the end of the lesson the student shall be able to:

e Define host-level security and its importance in cloud
environments.

e Identify common threats to cloud hosts, including malware,
unauthorized access, and configuration vulnerabilities.

e Explain key host security mechanisms such as hardening, access
control, patch management, and monitoring.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining host security concepts with diagrams
Teaching 1. Introduction (10 minutes)

Development - What is Host Level Security?

Protection of individual cloud hosts (servers, virtual machines,
containers) from security threats.
Ensuring confidentiality, integrity, and availability of host
resources.
Applies to both cloud-based and on-premises computing
environments.
- Importance of Host-Level Security:
Prevents unauthorized access and privilege escalation.
Reduces the risk of malware, ransomware, and rootkit infections.
Enhances system reliability and compliance with security
policies.
Development (30 minutes)
a. Common Host Security Threats (10 minutes)

e Malware & Ransomware Attacks
Infects host systems, encrypts data, and demands
ransom.

e Unauthorized Access & Privilege Escalation
Exploiting weak credentials or misconfigured access
controls.

e Rootkits & Advanced Persistent Threats (APTS)
Deeply embedded malware that remains undetected for
long periods.

e Misconfigurations & Patch Management Issues
Unpatched vulnerabilities leading to exploits.

b. Key Host Security Mechanisms (10 minutes):

e System Hardening
Disabling unnecessary services and ports.
Implementing secure configurations for operating
systems.

e Access Control & Privilege Management
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Role-Based Access Control (RBAC) and least
privilege principles.
Implementing Multi-Factor Authentication (MFA).
e Patch Management & Security Updates
Regularly updating operating systems, applications,
and firmware.
e Host-Based Intrusion Detection Systems (HIDS) &
Endpoint Security
Detects suspicious activities and unauthorized changes
on the host.
e Logging & Monitoring
Using security information and event management
(SIEM) tools to track host activity.
c. Best Practices for Securing Cloud Hosts (10 minutes):
e Implement strong authentication mechanisms (Multi-
Factor Authentication).
Regularly update firewall and IDS/IPS configurations.
Monitor network traffic and perform security audits.
Apply network segmentation to isolate sensitive
resources.
e Use end-to-end encryption for data in transit.
2. Exercise (5 minutes) —
e What is the role of system hardening in host security?
e How does HIDS help detect security threats on a host?
e Describe a real-world example of a host security breach and
its impact.
Summarize:

2. Host-level security is critical to protecting cloud-based virtual
machines and servers from cyber threats.

3. Common threats include malware, unauthorized access, and
misconfigurations.

4. Security mechanisms like system hardening, access control, patch
management, and monitoring help safeguard cloud hosts.

5. Best practices involve updating systems, using encryption, and
restricting privileged access.

6. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

7. Homework

e Research and write about a real-world cloud host security
breach.
e Compare host security best practices in cloud and
traditional IT environments.
Spend 5 minutes to wrap up and consolidate the learnings.

=

Closure
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Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the key differences between host-based and
network-based security?
o Why is patch management essential for host security?
o Who is responsible for securing cloud-based virtual
machines?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 32 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Application level security (A)

Objectives At the end of the lesson the student shall be able to:

o Define application-level security and its significance in cloud
computing.

e Identify common application security threats such as SQL
injection, cross-site scripting (XSS), and insecure APIs.

e Understand security measures like authentication, encryption, and
secure coding practices.
Explore best practices for securing cloud-based applications.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining application security concepts with diagrams
Teaching 1. Introduction (10 minutes)

Development - What is Application Level Security?

Protection of applications from vulnerabilities and cyberattacks.
Ensuring data confidentiality, integrity, and availability at the
application layer.
Applies to both web applications and cloud-native applications.
- Importance of Application Security in Cloud Computing:
Prevents unauthorized data access and manipulation.
Secures APIs that connect cloud applications.
Reduces risks of malware infections and web-based attacks.
Development (30 minutes)
a. Common Application Security Threats (10 minutes)
e Unpatched vulnerabilities leading to exploits. SQL
Injection
e Attacker manipulates database queries to gain
unauthorized access.
e Cross-Site Scripting (XSS)
e Injecting malicious scripts into web applications to
steal user data.
Insecure APIs
Weak authentication mechanisms exposing application
data.
e Cross-Site Request Forgery (CSRF)
e Exploiting user authentication to perform unauthorized
actions.
e Denial of Service (DoS) Attacks
Overloading applications to cause service disruption.
b. Key Host Security Mechanisms (10 minutes):
e Authentication & Access Control
Implementing strong user authentication (OAuth,
SAML, MFA).
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Role-Based Access Control (RBAC) for restricting
privileges.

e Input Validation & Secure Coding Practices
Validating user input to prevent injection attacks.
Following OWASP Secure Coding Guidelines.

e Encryption & Secure Communication
Using TLS/SSL to encrypt data in transit.
Encrypting sensitive information in databases.

e Web Application Firewalls (WAF)

Filtering malicious traffic and blocking attacks.

e API Security

Using API gateways, token-based authentication, and

rate limiting.
c. Best Practices for Securing Cloud Applications (10
minutes):
e Keep applications updated with the latest security
patches.
e Implement strong authentication and authorization
mechanisms.

Conduct regular security audits and penetration testing.
Use secure development frameworks and libraries.
e Monitor logs for suspicious application activity.
2. Exercise (5 minutes) —
e What is the role of a Web Application Firewall (WAF) in

application security?

How does SQL injection work, and how can it be prevented?

Describe a real-world example of an application security

breach and its consequences.

Closure 1. Summarize:

Application security is crucial for protecting cloud-based services
and user data.

Common threats include SQL injection, XSS, and insecure APIs.
Security measures like authentication, encryption, secure coding,

and WAFs help safeguard applications.

2. Best practices include regular updates, security audits, and API
protection.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

e Research and write about a recent cloud application security
breach.
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e Compare different authentication mechanisms used in cloud
applications.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the differences between authentication and
authorization in cloud applications?
o Why is secure APl development critical in cloud
computing?
o Who isresponsible for securing cloud applications:
developers, cloud providers, or users?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 33 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Data security and Storage (A)

Objectives At the end of the lesson the student shall be able to:

e Define data security and its importance in cloud storage.

o Identify key threats to data security, including data breaches,
unauthorized access, and data loss.

e Understand encryption, data masking, and access control
mechanisms for securing cloud storage.

e Explore best practices for ensuring data integrity, availability, and
compliance in cloud environments.

Teaching a. Interactive Projector

Aids (if any) b. Slides explaining data security concepts with diagrams.
Teaching 1. Introduction (10 minutes)

Development - What is Data Security in Cloud Computing?

Protection of cloud-stored data from unauthorized access, loss,
or corruption.
Ensures confidentiality, integrity, and availability (CIA Triad).
Covers data at rest, in transit, and during processing.
- Importance of Data Security in Cloud Storage:
Prevents data leaks and unauthorized access.
Ensures compliance with regulations (GDPR, HIPAA).
Protects against ransomware, insider threats, and accidental
deletions.
Development (30 minutes)
a. Key Data Security Threats (10 minutes)
e Data Breaches
Unauthorized access to sensitive data.
e Insider Threats
Employees or third-party vendors mishandling data.
e Data Loss & Corruption
Hardware failures, accidental deletions, or ransomware
attacks.
e Man-in-the-Middle (MITM) Attacks
Interception of data in transit.
e Lack of Compliance & Misconfigurations
Poor access control and weak security settings leading
to exposure.
b. Data Security Mechanisms (10 minutes):
e Encryption
Encrypting data at rest and in transit using AES-256,
TLS/SSL.
e Access Control & Identity Management
Role-Based Access Control (RBAC) and Multi-Factor
Authentication (MFA).
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e Data Masking & Tokenization
Protecting sensitive data by replacing it with random
values.

e Backup & Disaster Recovery
Regular data backups and replication across multiple
locations.

e Logging & Monitoring
Using SIEM tools to detect security incidents.

c. Best Practices for Secure Cloud Storage (10 minutes):

Use strong encryption and secure key management.

Implement strict access control policies.

Enable logging and real-time monitoring.

Regularly audit and update security configurations.

Backup data frequently and test recovery plans.

2. Exercise (5 minutes) —

e Why is encryption important for cloud storage security?

e How does Role-Based Access Control (RBAC) enhance data
security?

e Describe a real-world example of a cloud data breach and its
impact.

Closure 1. Summarize:

Data security in cloud storage is crucial to prevent breaches, insider
threats, and data loss.

e Security mechanisms like encryption, access control, and data
masking protect cloud-stored data.

2. Best practices include strong encryption, regular backups, and
compliance with security policies.

3. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

4. Homework

e Research a major cloud data breach and discuss the security
failures that led to it.

e Compare encryption algorithms used for cloud data security
(AES, RSA, SHA).

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the differences between data at rest and data in
transit?
o Why is data masking useful in cloud security?
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o Who is responsible for securing data in the cloud: the cloud
provider or the customer?

Spend 5 minutes to wrap up and consolidate the learnings.
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Model Institute of Engineering
& Technology (Autonomous)

Lesson Plan

Lesson Plan No. 34 | Course Name: Cloud Computing Course No.: MCA-402

Topic: Challenges of Cloud Computing | (A)
Platforms

Objectives

At the end of the lesson the student shall be able to:

¢ Identify and explain the major challenges in cloud computing
platforms.

e Understand security, privacy, and compliance issues in cloud
computing.

e Explore performance, availability, and cost-related challenges.

e Discuss real-world solutions to mitigate cloud computing
challenges.

Teaching
Aids (if any)

a. Interactive Projector
b. Slides with diagrams explaining cloud computing challenges.

Teaching
Development

1. Introduction (10 minutes)
- What are Cloud Computing Challenges?
Issues faced by organizations while adopting or managing cloud
solutions.
Includes security risks, operational inefficiencies, and financial
concerns.
- Importance of Understanding Cloud Challenges:
Helps in risk mitigation and better decision-making.
Ensures smooth cloud adoption and compliance with
regulations.
Development (30 minutes)
a. Major Challenges in Cloud Computing (10 minutes)
e Security & Privacy Issues
e Downtime & Availability
Cloud outages affecting business operations.
Dependency on the cloud provider for uptime.
e Performance & Latency Issues
Network congestion affecting real-time applications.
Multi-tenancy leading to resource contention.
e Data Loss & Recovery Challenges
Risks due to accidental deletions, cyber-attacks, or
system failures.
Need for strong backup and disaster recovery plans.
e Cost Management & Hidden Expenses
Pay-as-you-go pricing can lead to unexpected bills.
Managing resource allocation efficiently.
b. Solutions & Best Practices (10 minutes):
e Security & Privacy Measures:
Implement strong encryption, access control, and
compliance checks.
e Ensuring High Availability:
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e Performance Optimization:
Use Content Delivery Networks (CDNs) and load
balancing.
e Data Backup & Disaster Recovery:
Regularly backup data and test recovery strategies.
e Cost Optimization:
Monitor resource usage with cloud cost management
tools.
c. Real-World Case Studies (10 minutes):
e Google Cloud Outage (2020) — Impact on businesses
relying on Google services.
e Microsoft Azure Downtime (2021) — Lessons learned
in cloud resilience.
2. Exercise (5 minutes) —
e Why is security the biggest challenge in cloud computing?
e How can businesses reduce cloud downtime risks?
e Discuss a real-world cloud failure and suggest possible
solutions.
Closure 1. Summarize:
Cloud computing faces challenges like security risks, downtime,
and cost management.

e Organizations must implement security, disaster recovery, and
performance optimization measures.

e Understanding these challenges helps in making informed cloud
adoption decisions.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research arecent cloud service failure and discuss its
impact.
e Compare public, private, and hybrid cloud models in terms
of security challenges.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the key security risks in cloud computing?
o Why is vendor lock-in a concern for cloud users?
o Who is responsible for data security in cloud computing: the
provider or the user?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan

Lesson Plan No. 35 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Risk of Cloud Computing (A)
Platforms
Objectives At the end of the lesson the student shall be able to:
¢ Identify and explain the major challenges in cloud computing
platforms.
e Understand security, privacy, and compliance issues in cloud
computing.

e Explore performance, availability, and cost-related challenges.
e Discuss real-world solutions to mitigate cloud computing
challenges.

Teaching a. Interactive Projector
Aids (if any) b. Slides with diagrams explaining cloud computing challenges.
Teaching 1. Introduction (10 minutes)

Development

- What are Cloud Computing Challenges?
Issues faced by organizations while adopting or managing cloud
solutions.
Includes security risks, operational inefficiencies, and financial
concerns.
- Importance of Understanding Cloud Challenges:
Helps in risk mitigation and better decision-making.
Ensures smooth cloud adoption and compliance with
regulations.
Development (30 minutes)
a. Major Challenges in Cloud Computing (10 minutes)
e Security & Privacy Issues
e Downtime & Availability
Cloud outages affecting business operations.
Dependency on the cloud provider for uptime.
e Performance & Latency Issues
Network congestion affecting real-time applications.
Multi-tenancy leading to resource contention.
e Data Loss & Recovery Challenges
Risks due to accidental deletions, cyber-attacks, or
system failures.
Need for strong backup and disaster recovery plans.
e Cost Management & Hidden Expenses
Pay-as-you-go pricing can lead to unexpected bills.
Managing resource allocation efficiently.
b. Solutions & Best Practices (10 minutes):
e Security & Privacy Measures:
Implement strong encryption, access control, and
compliance checks.
e Ensuring High Availability:
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e Performance Optimization:
Use Content Delivery Networks (CDNs) and load
balancing.
e Data Backup & Disaster Recovery:
Regularly backup data and test recovery strategies.
e Cost Optimization:
Monitor resource usage with cloud cost management
tools.
c. Real-World Case Studies (10 minutes):
e Google Cloud Outage (2020) — Impact on businesses
relying on Google services.
e Microsoft Azure Downtime (2021) — Lessons learned
in cloud resilience.
2. Exercise (5 minutes) —
e Why is security the biggest challenge in cloud computing?
e How can businesses reduce cloud downtime risks?
e Discuss a real-world cloud failure and suggest possible
solutions.
Closure 1. Summarize:
Cloud computing faces challenges like security risks, downtime,
and cost management.

e Organizations must implement security, disaster recovery, and
performance optimization measures.

e Understanding these challenges helps in making informed cloud
adoption decisions.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research arecent cloud service failure and discuss its
impact.
e Compare public, private, and hybrid cloud models in terms
of security challenges.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the key security risks in cloud computing?
o Why is vendor lock-in a concern for cloud users?
o Who is responsible for data security in cloud computing: the
provider or the user?
Spend 5 minutes to wrap up and consolidate the learnings.
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Model Institute of Engineering
& Technology (Autonomous)

Lesson Plan

Lesson Plan No. 36 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Risks of Cloud Computing (A)
Services

Objectives At the end of the lesson the student shall be able to:

e ldentify and explain the key risks associated with cloud computing
services.

e Understand security, compliance, and operational risks in cloud
environments.

e Analyze real-world cloud security incidents and their impact.

e Explore risk mitigation strategies to enhance cloud security and
reliability.

Teaching a. Interactive Projector
Aids (if any) b. Slides with diagrams explaining cloud risks.
Teaching 1. Introduction (10 minutes)

Development

-« What are Risks in Cloud Computing?

- Potential threats and vulnerabilities associated with storing,
processing, and managing data in the cloud.

- Risks arise due to shared resources, third-party dependencies,
and remote access.

-+ Why is Risk Management Important?

- Ensures data confidentiality, integrity, and availability.

- Helps organizations comply with legal and regulatory standards.

Development (30 minutes)
a. Major Risks in Cloud Computing (10 minutes)

e Security Risks
Data Breaches & Unauthorized Access
Malware & Cyber Attacks
Weak Authentication & Insider Threats

e Privacy & Compliance Risks
Regulatory Challenges (GDPR, HIPAA, etc.)
Data Sovereignty Issues
Lack of Control Over Cloud-Stored Data

e Operational Risks
Downtime & Service Disruptions
Vendor Lock-in & Lack of Interoperability
Performance & Latency Issues

e Financial & Cost Management Risks
Hidden Costs & Unpredictable Billing
Over-Provisioning of Resources

b. Risk Mitigation Strategies (10 minutes):

e Security Measures
Use strong encryption for data at rest and in transit.
Implement multi-factor authentication (MFA).

e Compliance & Data Protection
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Adopt regulatory-compliant cloud services.
Regular security audits and access control policies.
e Operational & Performance Optimization
Implement backup & disaster recovery plans.
Use Content Delivery Networks (CDNs) for reducing
latency.
e Cost Management
Monitor resource usage using cloud cost management
tools.
c. Real-World Case Studies (10 minutes):
e AWS Outage (2021): How service disruptions impact
businesses.
e Dropbox Data Breach (2012): Lessons learned in cloud
security.
2. Exercise (5 minutes) —
e What are the most critical security risks in cloud computing?
e How does compliance impact cloud service adoption?

e Discuss a real-world cloud incident and suggest risk
mitigation strategies.

Closure 1. Summarize:
Cloud computing risks include security threats, compliance issues,
operational failures, and financial concerns.

e Risk mitigation strategies such as encryption, access controls, and
disaster recovery enhance security.

e Understanding these risks helps businesses adopt cloud solutions
responsibly.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research a recent cloud security breach and explain its
cause and impact.
e Compare cloud security risks between public and private
clouds.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
© What are the most significant risks in cloud computing?
o Why is vendor lock-in a problem for cloud users?
o Who is responsible for cloud security: the provider or the
customer?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 37 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Computing Applications | (A)

Objectives At the end of the lesson the student shall be able to:

e ldentify and explain the key risks associated with cloud computing
services.

e Understand security, compliance, and operational risks in cloud
environments.

e Analyze real-world cloud security incidents and their impact.
e Explore risk mitigation strategies to enhance cloud security and

reliability.
Teaching a. Interactive Projector
Aids (if any) b. Slides with diagrams explaining cloud risks.
Teaching 1. Introduction (10 minutes)
Development -+ What are Risks in Cloud Computing?

- Potential threats and vulnerabilities associated with storing,
processing, and managing data in the cloud.
- Risks arise due to shared resources, third-party dependencies,
and remote access.
-« Why is Risk Management Important?
- Ensures data confidentiality, integrity, and availability.
- Helps organizations comply with legal and regulatory standards.
Development (30 minutes)
a. Major Risks in Cloud Computing (10 minutes)
e Security Risks
Data Breaches & Unauthorized Access
Malware & Cyber Attacks
Weak Authentication & Insider Threats
e Privacy & Compliance Risks
Regulatory Challenges (GDPR, HIPAA, etc.)
Data Sovereignty Issues
Lack of Control Over Cloud-Stored Data
e Operational Risks
Downtime & Service Disruptions
Vendor Lock-in & Lack of Interoperability
Performance & Latency Issues
e Financial & Cost Management Risks
Hidden Costs & Unpredictable Billing
Over-Provisioning of Resources
b. Risk Mitigation Strategies (10 minutes):
e Security Measures
Use strong encryption for data at rest and in transit.
Implement multi-factor authentication (MFA).
e Compliance & Data Protection
Adopt regulatory-compliant cloud services.
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Regular security audits and access control policies.
e Operational & Performance Optimization
Implement backup & disaster recovery plans.
Use Content Delivery Networks (CDNs) for reducing
latency.
e Cost Management
Monitor resource usage using cloud cost management
tools.
c. Real-World Case Studies (10 minutes):
e AWS Outage (2021): How service disruptions impact
businesses.
e Dropbox Data Breach (2012): Lessons learned in cloud
security.
2. Exercise (5 minutes) —
e What are the most critical security risks in cloud computing?
e How does compliance impact cloud service adoption?

e Discuss a real-world cloud incident and suggest risk
mitigation strategies.

Closure 1. Summarize:
Cloud computing risks include security threats, compliance issues,
operational failures, and financial concerns.

e Risk mitigation strategies such as encryption, access controls, and
disaster recovery enhance security.

e Understanding these risks helps businesses adopt cloud solutions
responsibly.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research arecent cloud security breach and explain its
cause and impact.
e Compare cloud security risks between public and private
clouds.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the most significant risks in cloud computing?
o  Why is vendor lock-in a problem for cloud users?
o Who is responsible for cloud security: the provider or the
customer?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 38 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Computing Applications | (A)

Objectives At the end of the lesson the student shall be able to:

e Understand the key applications of cloud computing across various
industries.

o Identify real-world use cases of cloud computing in business,
healthcare, education, and entertainment.

e Analyze the benefits and challenges of cloud-based applications.
e Explore emerging trends in cloud applications.
Teaching a. Interactive Projector
Aids (if any) b. Slides with diagrams illustrating cloud applications.
Teaching 1. Introduction (10 minutes)
Development - What are Cloud Computing Applications?
- Cloud-based software and services that leverage remote
infrastructure.

- Enables scalable, on-demand access to computing resources.
- Why Use Cloud Applications?
- Cost-efficient, scalable, and flexible.
- Enables real-time collaboration and remote access.
- Reduces infrastructure maintenance for businesses.
Development (30 minutes)
a. Major Applications of Cloud Computing (10 minutes)
e Business & Enterprise Solutions
Software as a Service (SaaS) — Google Workspace,
Microsoft 365
Customer Relationship Management (CRM) —
Salesforce, Zoho CRM
Enterprise Resource Planning (ERP) — SAP Cloud,
Oracle Cloud ERP
e Healthcare Applications
Cloud-based Electronic Health Records (EHRS) — Epic
Systems, Cerner
Telemedicine & Remote Patient Monitoring — Practo,
Teladoc
Genomic Data Analysis & Al Diagnostics
e Education & E-Learning
Cloud-based Learning Management Systems (LMS) —
Moodle, Google Classroom
E-Libraries & Online Course Platforms — Coursera,
edX
Virtual Labs & Simulations
b. Benefits & Challenges of Cloud Applications (10 minutes):
e Benefits:
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Accessibility, scalability, cost reduction, automatic
updates, and disaster recovery.

e Challenges:
Security concerns, data privacy risks, dependency on
the internet, vendor lock-in.

2. Exercise (5 minutes) —

e What are the most critical security risks in cloud computing?

e How does compliance impact cloud service adoption?

e Discuss a real-world cloud incident and suggest risk
mitigation strategies.

Closure 1. Summarize:

Cloud computing risks include security threats, compliance issues,
operational failures, and financial concerns.

e Risk mitigation strategies such as encryption, access controls, and
disaster recovery enhance security.

e Understanding these risks helps businesses adopt cloud solutions
responsibly.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research and present on a company that successfully
adopted cloud computing.

e Compare SaaS, PaaS, and laaS with examples of applications in
each model.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the key applications of cloud computing in
healthcare?
o Why is cloud computing essential for businesses today?
o Who benefits most from cloud-based education platforms?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 39 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud-Based Productivity Tools | (A)

Objectives At the end of the lesson the student shall be able to:

e Understand the concept of cloud-based productivity tools.

e Explore various cloud-based productivity tools for communication,
collaboration, and file management.

e Evaluate the benefits and challenges of using cloud-based
productivity tools.

e Identify real-world examples of cloud-based productivity tools in
business and education.

Teaching a. Interactive Projector

Aids (if any) b. Slides showcasing popular cloud-based productivity tools
Teaching 1. Introduction (10 minutes)

Development - What are Cloud-Based Productivity Tools?

o Software tools hosted on the cloud that support
communication, collaboration, and project management.

o Accessible from any device with an internet connection,
enabling remote work and seamless teamwork.

- Why Use Cloud-Based Productivity Tools?

o Enhances collaboration, real-time editing, and data
accessibility.

o Reduces dependency on traditional on-premise systems
and infrastructure.

o Facilitates team coordination and project tracking across
geographies.

Development (30 minutes)
a. Overview of Key Cloud-Based Productivity Tools (10
minutes)
e Google Workspace (formerly G Suite)

o Tools Included: Gmail, Google Docs, Google
Drive, Google Sheets, Google Slides, Google
Meet.

O Use Case: Teams can collaborate on documents
and spreadsheets, hold meetings via Google
Meet, and share files on Google Drive.

e Microsoft 365

o Tools Included: Word, Excel, PowerPoint,
OneDrive, Teams, Outlook.

o Use Case: Businesses use it for document
collaboration, email management, and virtual
meetings.

e Slack
Use Case: Slack is a messaging and collaboration
platform that integrates with a wide range of other
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cloud services. It supports channels for team
discussions and file sharing.
b. Benefits & Challenges of Cloud Applications (10 minutes):

e Accessibility: Can be accessed from anywhere,
anytime, on any device.

e Real-Time Collaboration: Multiple users can work on
the same document simultaneously.

e Cost-Effective: Reduces the need for in-house IT
infrastructure and software licenses.

e Automatic Updates: Software updates are automatic,
ensuring users always have the latest features and
security patches.

c. Challenges of Cloud-Based Productivity Tools (10
minutes):
e Security and Privacy Concerns: Sensitive data may be
exposed to breaches if not properly encrypted.
e Dependency on Internet Connectivity: Requires a reliable
internet connection for smooth access.
e Vendor Lock-In: Users may become reliant on a specific
provider, making migration difficult.
2. Exercise (5 minutes) —
e What are the key benefits of using Google Workspace for
team collaboration?
e Compare Microsoft 365 and Google Workspace in terms of
functionality.
e What security measures would you implement when using
cloud-based productivity tools in a business setting?

Closure 1. Summarize:

Cloud-based productivity tools like Google Workspace, Microsoft
365, and Slack provide powerful collaboration, communication,
and document management capabilities.

o Benefits include real-time collaboration, cost savings, and
accessibility, while challenges include security risks and reliance
on internet connectivity.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

3. Homework

e Research one cloud-based productivity tool not covered in
class and present its features and uses.

e Compare the security features of Google Workspace and
Microsoft 365.

Spend 5 minutes to wrap up and consolidate the learnings.

Dr. Arun K. Gupta Teaching-Learning Centre Version 1.1

Please Do Not Print Unless Necessary


https://ptgmedia.pearsoncmg.com/images/9780133387520/samplepages/0133387526.pdf
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplepages/0133387526.pdf
https://www.coursera.org/learn/introduction-to-cloud

Model Institute of Engineering
& Technology (Autonomous)
FUTURE BEGINS HERE..... Lesson Plan

Kot Bhalwal, Jammu s s——

Evaluation 1. Reflective Questions (What, Why, Whao?). Allow students to
answer and discuss.
2. Reflective questions can be:
© What are the advantages of using cloud-based productivity
tools in a remote work environment?
o Why is real-time collaboration a game-changer for
businesses?
o Who benefits the most from using tools like Slack or
Microsoft Teams?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 40 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud-Based Productivity Tools | (A)

(e.g., Google Workspace, Microsoft
Office 365).

Objectives At the end of the lesson the student shall be able to:

e Understand the concept of cloud-based productivity tools and their
functionalities.

e Compare and contrast Google Workspace and Microsoft Office
365 in terms of features, usability, and integration.

e Learn how to use these tools for collaboration, document
management, and communication.

e Explore the advantages and challenges of adopting cloud-based
productivity tools in businesses and educational institutions.

Teaching a. Interactive Projector

Aids (if any) b. Slides showing the features of Google Workspace and Microsoft
Office 365

Teaching 1. Introduction (10 minutes)

Development - What are Cloud-Based Productivity Tools?

o Software applications that provide cloud-based services
for communication, collaboration, document creation,
and management.

o Key tools include Google Workspace (formerly G Suite)
and Microsoft Office 365.

- Why are Cloud-Based Productivity Tools Important?

o These tools offer flexibility, scalability, and real-time
collaboration.

o ldeal for businesses and educational institutions that
require remote work, cloud storage, and seamless team
communication.

Development (30 minutes)
a. Overview of Google Workspace (10 minutes)
e Key Components of Google Workspace:

o Gmail: Email service with integrated Google
apps.

o Google Drive: Cloud storage for file sharing
and collaboration.

o Google Docs, Sheets, Slides: Real-time
document, spreadsheet, and presentation
editing tools.

o Google Meet: Video conferencing and online
meetings.

e Features:

o Real-Time Collaboration: Multiple users can

edit documents simultaneously.
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creation tools.

o Cloud Storage: Automatic saving and easy
sharing of files.

o Integration with Google Apps: Seamless
integration with other Google services like
Google Calendar, Google Keep, etc.

o Use Case: Teams using Google Workspace to
collaborate on a project, share files, and
conduct meetings remotely.

b. Overview of Microsoft Office 365 (10 minutes):
e Key Components of Microsoft Office 365:
e Microsoft Word, Excel, PowerPoint: Core document

2.

OneDrive: Cloud storage for saving and sharing files.
Teams: Communication and collaboration platform for
chatting, video conferencing, and sharing files.
Features:

Document Collaboration: Real-time editing and
sharing across Office apps.

e Business and Education Tools: Customizable apps for

business management and educational tools for remote
learning.

e Cloud Storage: OneDrive offers secure file storage

with automatic backup and sharing options.

c. Google Workspace vs. Microsoft Office 365 (10 minutes):

e Comparison of Features: Google Workspace: More

intuitive and easier to use for collaborative projects,
offers more integrated cloud-native apps.

e Microsoft Office 365: Offers advanced desktop

applications (Word, Excel, PowerPoint), better
integration with Windows OS, and rich business-
oriented tools.

e Usability: Google Workspace: Best for teams needing

simple, real-time collaboration. Microsoft Office 365:
Best for businesses that rely on complex documents
and advanced features.

e Cost & Licensing: Google Workspace: Subscription-

based, with multiple tiers based on storage and
features. Microsoft Office 365: Subscription-based,
with additional features for enterprises and educational
institutions

Exercise (5 minutes) —

Google Meet?

Compare and Contrast Google Docs with Microsoft Word in
terms of collaboration features.
e What is the primary benefit of using Microsoft Teams over

e Which tool (Google Workspace or Microsoft Office 365)
would you recommend for a school and why?
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Closure

1. Summarize:

Cloud-based productivity tools like Google Workspace and
Microsoft Office 365 provide essential services for
communication, collaboration, and document management.
While Google Workspace excels in real-time collaboration
and cloud integration, Microsoft Office 365 is better suited
for businesses that require advanced document editing
features and desktop applications.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep

ages/0133387526.pdf

https://workspace.google.com/

https://www.microsoft.com/en-us/microsoft-365

Suggested video lecture
- Introduction to Cloud Computing (coursera):
https://www.coursera.org/learn/introduction-to-cloud

Microsoft Office 365 Overview (Microsoft):
https://www.youtube.com/watch?v=1g5INkOV7Mk

3. Homework

Research and prepare a presentation on the features of
Google Drive vs. OneDrive in terms of storage and file
sharing.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation

1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:

o

o

What are the key differences between Google Workspace
and Microsoft Office 365?
Why would a business choose Microsoft Office 365 over

Google Workspace?

Who benefits most from using cloud-based productivity
tools like Google Docs or Microsoft Word in educational
settings?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 41 | Course Name: Cloud Computing Course No.: MCA-402

Topic: Cloud-Based Developmentand | (A)
Deployment Tools.

Objectives At the end of the lesson the student shall be able to:
e Understand the concept of cloud-based development and
deployment tools.
e Explore various cloud platforms and services for software
development and deployment.
e Learn how to utilize cloud services like AWS, Google Cloud, and
Microsoft Azure for developing and deploying applications.
e Identify the benefits and challenges of using cloud-based tools in
software development.
Teaching a. Interactive Projector
Aids (if any) b. Slides with examples of cloud-based development and deployment
platforms
Teaching 1. Introduction (10 minutes)

Development

- What are Cloud-Based Development and Deployment Tools?

o Cloud platforms that provide infrastructure, tools, and
services to build, test, deploy, and scale applications over
the internet.

o These platforms eliminate the need for physical hardware
and help developers focus on building applications
without worrying about server management.

- Why Use Cloud-Based Development Tools?

o Scalability: Automatic scaling based on application
demand.

o Flexibility: Access tools and resources anytime,
anywhere.

o Cost-Efficiency:  Pay-as-you-go  models, reducing
upfront infrastructure costs.

Development (30 minutes)
a. Overview of Cloud-Based Development Platforms (10
minutes)

e Amazon Web Services (AWS)

e Google Cloud Platform (GCP)

e Microsoft Azure

b. Key Concepts in Cloud-Based Development (10 minutes):

e Serverless Computing:

Example: AWS Lambda or Google Cloud Functions.

e Continuous Integration and Delivery (CI1/CD):
Automates the process of testing and deploying code,
ensuring faster development cycles.

Example: AWS CodePipeline, Azure DevOps.

e Containerization and Kubernetes:
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Containerized applications can be deployed in various
environments, ensuring consistency across
development, testing, and production.
Example: Google Kubernetes Engine (GKE), Azure
Kubernetes Service (AKS).

c. Benefits and Challenges of Cloud-Based Development and

Deployment Tools (10 minutes):

e Benefits:
e Challenges:
2. Exercise (5 minutes) —
e What are the main differences between AWS, Google Cloud,
and Azure in terms of their cloud development tools?
e Explain the role of serverless computing in cloud-based
application development.
e Describe how continuous integration and delivery can
streamline the deployment process.
Closure 1. Summarize:

e Cloud-based development and deployment tools like AWS,
Google Cloud, and Microsoft Azure help developers build,
test, and deploy applications efficiently, with tools for
serverless computing, containerization, and CI/CD.

e Benefits include scalability, cost-efficiency, and faster
deployment, while challenges include security concerns and
vendor lock-in.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
https://workspace.google.com/
https://www.microsoft.com/en-us/microsoft-365
Suggested video lecture
- Introduction to Cloud Development(Coursera):
https://www.coursera.org/learn/cloud-development

3. Homework

e Research and write about the advantages of using serverless
computing with AWS Lambda in comparison to traditional
server-based computing.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
© What are the main features of serverless computing, and
why is it beneficial for developers?
©  Why would a business choose Google Cloud over AWS for
development and deployment?
Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 42 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Big Data and Cloud Computing | (A)

Objectives At the end of the lesson the student shall be able to:

e Define big data and understand its characteristics.

e Explain the relationship between big data and cloud computing.

o Identify cloud platforms and tools that are used for big data
processing.

e Understand how cloud computing enables big data storage,
analysis, and processing.

e Explore real-world applications of big data in the cloud.

Teaching a. Interactive Projector

Aids (if any) b. Slides showcasing big data characteristics, tools, and cloud-based
solutions

Teaching 1. Introduction (10 minutes)

Development - What is Big Data?

o Big data refers to large volumes of data—Dboth structured
and unstructured—that is too complex to be processed by
traditional data processing methods.

o Characteristics of Big Data (The 3 Vs):

o Importance of Big Data in decision-making, predictive
analysis, and business intelligence.

- What is Cloud Computing?

o Cloud computing refers to the delivery of computing
services over the internet, including storage, processing,
and software tools, without the need for physical
hardware management.

o Benefits of cloud computing for businesses: cost savings,
scalability, and flexibility.

Development (30 minutes)
a. Relationship Between Big Data and Cloud Computing (10
minutes)

e How Cloud Computing Supports Big Data:

e Storage: Cloud platforms like AWS, Google Cloud,
and Azure provide scalable and cost-effective storage
solutions for big data (e.g., AWS S3, Google Cloud
Storage).

Cloud-Based Big Data Solutions:

Amazon Web Services (AWS):

Google Cloud Platform (GCP):

Microsoft Azure:

b. Big Data Processing Frameworks in Cloud (10 minutes):
e Hadoop:
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Components: HDFS (Hadoop Distributed File System)
and MapReduce for processing.

e Apache Spark:
A fast and general-purpose engine for large-scale data
processing. It offers in-memory computation for faster
processing than Hadoop's MapReduce.
Supports batch and real-time stream processing.

e Data Warehousing in the Cloud:
Using cloud storage and cloud databases (e.g.,
Amazon Redshift, Google BigQuery) to store and
analyze data, enabling quicker insights and business
intelligence.

c. Real-World Applications of Big Data in Cloud (10
minutes):

e Healthcare:
Storing and analyzing large volumes of medical data,
patient records, and real-time data from health
monitoring devices.

e E-commerce:
Personalizing customer experiences by analyzing
shopping patterns and recommending products.

e Financial Services:
Fraud detection, risk management, and predictive
analytics using big data in the cloud.

2. Exercise (5 minutes) —

e What are the three primary characteristics of big data and how
do they impact cloud computing solutions?

e How does Apache Spark differ from Hadoop in terms of
performance and use cases in cloud environments?

e Explain a real-world scenario where big data analytics in the
cloud could benefit an e-commerce company.

Closure 1. Summarize:

e Big data refers to large, complex datasets, while cloud
computing provides the infrastructure and tools to store,
process, and analyze big data efficiently.

e Cloud platforms like AWS, Google Cloud, and Azure offer
scalable storage, processing, and analytics tools to handle
big data.

¢ Real-world applications of big data in the cloud span
various industries, including healthcare, e-commerce, and
finance.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Big Data and Cloud Computing Overview (IBM):
https://www.ibm.com/analytics/hadoop/big-data-analytics
Suggested video lecture
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- Introduction to Cloud Development(Coursera):
https://www.coursera.org/learn/cloud-development
3. Homework
e Research how a specific industry (e.g., healthcare, e-
commerce, finance) uses big data analytics in the cloud to
improve business outcomes. Prepare a report or
presentation on your findings.
e Write a comparison report on Hadoop vs. Apache Spark for
big data processing in the cloud, discussing the pros and
cons of each.

Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What is the significance of cloud computing in the
management of big data?
o Why are big data processing frameworks like Hadoop and
Spark used in the cloud environment?
o Who benefits the most from using big data tools in the
cloud?

Spend 5 minutes to wrap up and consolidate the learnings.
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Lesson Plan No. 43 | Course Name: Cloud Computing Course No.: MCA-402
Topic: Cloud Computing in Business (A)
and Education.

Objectives At the end of the lesson the student shall be able to:

e Understand the impact and applications of cloud computing in
business and education.

e ldentify cloud-based tools and services used in business for
collaboration, communication, and data management.

e Explore how cloud computing is transforming the education sector
through e-learning platforms and educational tools.

e Evaluate the advantages and challenges of adopting cloud
computing in both business and education.

Teaching a. Interactive Projector

Aids (if any) b. Slides illustrating cloud computing tools in business and education.
Teaching 1. Introduction (10 minutes)

Development - What is Cloud Computing in Business and Education?

In Business: Cloud computing facilitates collaboration,
streamlines operations, and enhances decision-making by
providing tools for data analysis and project management.

In Education: Cloud computing enables e-learning, distance
education, and easy access to educational resources through
cloud-based platforms.

- Key Benefits of Cloud Computing for Business and Education:
Scalability: Businesses and educational institutions can easily
scale their resources based on demand.

Cost-Effectiveness: Reduces the need for physical infrastructure,
leading to lower upfront costs.
Access Anywhere: Cloud services provide access to data and
tools from any location, on any device.
Development (30 minutes)
a. Cloud Computing in Business (15 minutes)

e Collaboration and Productivity Tools:

e Google Workspace (formerly G Suite): A set of cloud-
based productivity tools including Gmail, Google
Docs, Google Sheets, and Google Drive that enable
real-time collaboration among team members.

e Microsoft Office 365: A suite of cloud-based tools
including Word, Excel, PowerPoint, and OneDrive for
real-time collaboration, storage, and communication.
Data Management and Analytics:

Cloud Storage (AWS S3, Google Cloud Storage,
Microsoft OneDrive): Cloud platforms offer scalable
storage solutions for businesses to store and manage
their data securely.
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e Big Data Analytics (AWS Redshift, Google BigQuery,
Azure Synapse): Businesses leverage cloud-based
analytics tools to analyze large volumes of data for
insights that drive decisions.

b. Cloud Computing in Education (15 minutes):

e E-Learning and Virtual Classrooms:

Learning Management Systems (LMS) like Moodle,
Canvas, and Blackboard: Platforms that allow
educational institutions to deliver online courses, share
resources, manage assignments, and track student
progress.

Zoom, Microsoft Teams, Google Meet: These cloud-
based tools provide video conferencing and virtual
classrooms, allowing students and teachers to interact
remotely.

e Collaboration and Productivity Tools for Students and
Educators:

Google Docs/Drive: Students and educators use
Google Docs for collaborative writing, research, and
document sharing.
Microsoft Office 365 Education: Provides students and
educators with free access to Word, Excel,
PowerPoint, and OneNote, enabling collaboration and
productivity.

2. Exercise (5 minutes) —

e How does cloud computing enhance collaboration in a
business environment?

e What are the key features of Google Workspace and Microsoft
Office 365 that benefit businesses and educational
institutions?

e Inwhat ways can cloud computing improve access to
education, especially in remote areas?

Closure 1. Summarize:

e Cloud computing is revolutionizing both business and
education sectors by providing on-demand, scalable, and
cost-effective resources.

e In business, cloud tools enable collaboration, data
management, and customer relationship management, while
in education, they enable e-learning, collaboration, and
resource sharing.

e Both sectors benefit from the flexibility and accessibility
that cloud computing offers.

2. Suggested Reading
https://ptgmedia.pearsoncmg.com/images/9780133387520/samplep
ages/0133387526.pdf
Big Data and Cloud Computing Overview (IBM):
https://www.ibm.com/analytics/hadoop/big-data-analytics
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Suggested video lecture
- Introduction to Cloud Development(Coursera):
https://www.coursera.org/learn/cloud-development
3. Homework
e Write an essay on how cloud computing has transformed
traditional classrooms into virtual classrooms.
Spend 5 minutes to wrap up and consolidate the learnings.

Evaluation 1. Reflective Questions (What, Why, Who?). Allow students to
answer and discuss.
2. Reflective questions can be:
o What are the major benefits of cloud computing in business
and education?
o Why do businesses prefer using cloud-based solutions for
project management and collaboration?
o Who benefits the most from cloud-based e-learning tools in
education?

Spend 5 minutes to wrap up and consolidate the learnings.
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